Disaster
Proofing
Information
Systems

A Complete Methodology
for Eliminating Single
Points of Failure

DAI HOC QUOC Gik =a

Robert W/ Buehanan Jr»
A-D0/3%7

McGraw-Hill
New York Chicago San Francisco Lisbon
London Madrid Mexico City Milan New Delhs
San Juan Seoul Singapore Sydney Toronto




BN BEN CONTENTS S mamn S

Foreword
Introduction

Part |

Ammmmm
mlnmul.mucsm

Avoidance Versus Recovery

What Is Disaster Recovery?

What Is Business Continuity?

What Is Disaster Avoidance?

How Daily Business Operations Benefit from Disaster Avoidance
Example |: Web Site Co-Jocation
Example 2: Intranet or Enterprise Workgroup Servers
Example 3: Home Office
Example 4: Mobile Wireless Access

Business Benefits
B2B and Business-to-Customer [B2C) Disaster Avordance
Small Business Disaster Avoidance

Business Continuity Requirements

The SHARED Objective of Analyzing Business
and System Needs
The Process of Analyzing Business-User-Customer Needs
Step I: Business Overview
Step 2: Data Flow Dependencies
Step 3: Technology Dependencies
Step 4: Pnoritizing Existing Operational Problems
Step 5. Future Operational Requirements
Steps 6 and 7: Personnel and Faciities
Financial Considerations
828 Requirements
Small Business Requirements

Developing a Disaster Avoidance Strategy

Disaster Avosdance Atermatives for Critical Systems
Hardware Platforms

x
i

12
13
17
18
19
22

24
24

27

i3

A

49
55
59

¢



Co-ocation
Hot or Cold Restoration »
Applications 2
Data Store 7
System Access =
Infrastructure "
Access Devices :?
Shared Information (intranet and E-business| 85
Small Businesses 84
Disaster Avoidance Best Practices 86
Performance Improvements Through SHARED
Disaster Avoidance 88
Availability as a Function of Disaster Avoidance 92
Capacity/Scalability Enhancements 93
Maintenance and Deployment Enhancements 93
Chapter 4 Integrating Business Continuity and Disaster
i Avoidance Needs 95
e Mating Business Requirements to Disaster
i Avoidance Alternatives 9
Step |: Prioritize Order ¥
Step 2: Map Requirements o0
Step 3. Define Exact Requirements 101
Step 4: End User and Facility Requirements 104
Step 5: B2B Requirements 107
step 6: Financial Analysis 107
Example 2 - B2B Supply Chain Management 1
Analyzing Business-User-Customer Needs from Chapter 2 4
] Mating Business Requirements 1o Disaster o
'_ - mum::wes . o 123
Iy = w M D 124

Deployment and Validation Is Critcal to Success




Vi
Pfodtmmdﬁmm

Handhelds 136
Palm Handheids o
Windows CE Handhedds ::

MhM(W’W_n
Wireless Products i 140
XcelleNet Ataria Progucts 141
Desktaps and Laptops 141
Chapter 6  Flarforms 143
Bﬁtmmw&ymmw 144
P‘amsmm 144
UnmermpzeavauSuppty(UPSJ 146
Clusterlng 144
Codocation 148
Reduce Planned Downtime 152
Reduce Unplanned Downtime 153
Use Network Load Balaricing (NLB) 153
Use Data Store Redundancy 153
BestPracﬂcesforPerfomunceandScaiab«y 154
BestPracﬁcesforManaganemanaSeamy 155
Products and Procedures 156
Microsoft Windows 157

Sun Solaris 16)




