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6. Cac thay d6i trong qua trinh ddo tao:
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8. Chuyén nganh: Truyén dir liéu va Mang may tinh 9. M s6: 604815

10. Can bd huéng dan khoa hoc: PGS.TS Nguyén Vin Tam

11. Tom tat cac két qua ciia luan van: Céac két qua cta ludn van nay dat dugc do la:

Qua nghién ctru vé an ninh trong quan tri mang SNMPv3 ching ta nhan ra sir dung
mod hinh “M06 hinh bao mat dya trén nguoi ding USM” va “Kiém soét truy nhap VACM”
thi vin dé dam bao an ninh cho cac thong béo truyén di trong mang da duogc giai quyét.

Trong mé hinh quéan tri mang dwa trén nén web van dé bao mat chu yéu 1a dya trén
xéc thuc va ma hoa két ndi cua giao thirc SSL. St dung céac co ché “X4c thuc server”, “Xac
thuc client” va “Ma hoa két ndi” thi van dé dam bao an ninh cho cac thong bao khi truyén
ciing da dugc giai quyét.

Luan van da dua ra dugc nhiing khuyén nghi cho viéc sir dung céc chuong trinh

quan tri mang nao la hi€u qua va an toan dya trén cac uu va nhugc di€m cia ching.



12. Kha nang ung dung trong thuc tién: Pua ra md hinh quan tri mang an toan cho ngudi
su dung.
13. Nhitng hudng nghién ctru tiép theo:

Nghién ciru két hop st dung cac co ché an toan USM, VACM va SSL vao trong

cung mdt chuong trinh quan tri SNMPv3 hodc quén tri dua trén Web.

Nghién ciru két hop st dung cac co ché an toan USM, VACM va SSL vao trong

cung mdt chuong trinh quan tri mang dya trén XML.
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11. Summary of the findings of the thesis:

Through the study of security in network management SNMPv3 we recognize
using the "security model based on user USM" and "VACM access control" the security
issues for the media informed travel in the network have been resolved.

In the network management model based on web security issues are mainly based
on authenticated and encrypted SSL connection. Use the "Authentication Server",
"authentication client" and "Encryption connection”, the security problem for the well
informed when the transfer has been resolved.

This thesis has produced recommendations for the use of network management
program that is safe and effective based on the advantages and disadvantages of them.
12. Practical applicability, if any: Make network management model for user safety.

13. Further research directions, if any:

Study combines the use of safety mechanisms USM, VACM and SSL to the same
SNMPv3 management program or Web-based administration.

Study combines the use of safety mechanisms USM, VACM and SSL on the same
network management program based on XML.
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