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Tom tit. Trong thoi gian gan day gidu thuan nghich duoc quan tm mét céch dac biét. Vao nam
2007, Hwang va c4c dong nghiép dé xuat ky thuat gidu thuan nghich (HKC) [9] cai tién phuong
phép gidu caaNi (NSAS) [7] dyatrén dich chuyén histogram caa anh. Tuy nhién ky thuat gidu nay
tao ra mot sy phan bé khéng binh thuong trén histogram cua anh sau khi théng diép duoc giu.
Kuo va cac dong nghiép ciia ong d& néu ra van dé khong an toan cia ky thuat nay va dé xuat ky
thuat phét hién twong tng. Nhung k§ thuat ho dé xuét chi c6 thé phét hién khi anh dugc giau voi
lwong thong diép giau 16n 100% kha nang cia ky thuat HKC, trong mot sb truong hop khac n6
khong thé phét hién. Vi vay nhom tac gia duara mot sb cai tién phi hop dé co thé phét hién cho
céc truong hop gidu véi lugng thdng diép giau khéc nhau sir dung k¥ thuat gidu HKC.

Tur khod: Steganography, steganalysis, stego-i mage, cover-image, L SB.

1. Giéi thigu

Trong thoi gian gan day giau tin mat trong
da phuong tién ngdy cang tré nén phd bién
trong mdi trudng truyén thdng cdng cong. Khéc
v6i ma hoa thdng tin [am cho ban théng diép
duoc biét rd 14 da bi ma hod, nguoc lai gidu tin
trong da phuong tién lam cho cac ddi tuong
mang tin mat kho c6 thé bi phé hién bang k¥
thuat thong thuong, vi nd khéng l1am thay doi
nhiéu noi dung ban dau cia ddi tugng mang
théng diép. Phuong phép gidu tin don gian nhat
& thdng diép dudi dang nhi phén s& dugc
nhing “thay thé” vao céc bit LSB (Least
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Signification Bit — Bit co trong sb thip) caa anh
nhu cac ky thuat d¢& cdng b [1-5]. Tuy nhién
voi cac ky thuat ndy, sau khi tach thdng diép,
kh6 khdi phuc lai dugc anh gbc ban dau.

M6t vai 1inh vuc nhu y hoc, quan doi hoac
nghién ciu thyc nghiém vat ly phan ta hat
nhén, ... nd doi hoi khéng nhirng tach dung
thdng diép ma con khdi phuc xap xi ddng anh
gdc ban dau. Vao nam 2001, phuong phép gidu
thuat nghich dau tién duoc dé xuit boi
Honsinger cling cac d¢ong nghiép [6], tir d6 dén
nay nhiéu k¥ thuat giau thuat nghich dugc cong
bd véi hai hinh thic giau chinh 1a trong mién
dir liéu vatrong mién dit liéu bién doi.

Gan day, ky thuat gidu thuan nghich
(NSAS) dya trén dich chuyén histogram cua
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anh duoc do Ni va cac dong nghiép dé xuat [7],
ho chi ra rang k¥ thuat giau ndy c6 do phuc tap
tinh toan thap, khéng 1am thay d6i nhiéu ni
dung anh. Sau d6 d nang cao luong théng diép
giau trong anh, Hwang va cac ¢éng nghiép dé
xuét ky thuat HKC [8] dwatrén cai tién ky thuat
ctia Ni dé oo thé gidu théng diép véi lugng gidu
[6n hon k§ thuat NSAS.

Cac k¥ thuat nay mac du khéng lam thay
d6i nhiéu tryc quan caa vat mang tin, nhung né
dé lai mot diu hiéu khdng binh thuong trén
lwoc do histogram cia cé&c anh dé. Vi vay dua
trén quan sa mot loat histogram cua cac anh
trudc va sau khi giau tin bang céc ky thuat trén,
Kuo va c&c d¢ong nghiép ciia 6ng d& duara van
dé khong an toan cia k¥ thuat gidu HKC va dé
Xuét ky thuat phét hién tuong tng [9].

Trong phan 2, nhom tac gia s3 trinh bay lai
thuat todn giau tin NSAS, HKC. Phan 3 trinh
bay k§ thuat pha hién cia Kuo cho k¥ thuat
HKC, sau d6 ching téi dua ra mot sb truong
hop khong thé phét hién anh co gidu tin sir dung
ky thuat HKC do Kuo dua ra va dé xuat ky
thuat phat hién cai tién phd hop cho moi truong
hop gidu sir dung HKC. Cubi cling dua ra két
qua thir nghiém va két luan trong phan 4 va
phan 5

2. Mot sb lwgc @6 gidu tin dwa trén
histogram

2.1 Ky thugt gidu thugn nghich NSAS

V&0 nam 2006, Ni va cac dong nghiép da dé
xuit legc d6 giau tin thuat nghich NSAS trén
anh dya trén dich chuyén histogram cua anh
[7]. Theo ky thuat cia Ni, qua trinh gidu tin
gom cac budc sau day:

Mim "
N Jmlnm“d b,

Hinh 1. (a) Histogram énh gdc,
(b) Histogram anh giau tin.

Thugt toan gidu thugt nghich NSAS

Buéc 1. Tim mot diém zero (diém khong)
va mot diém peak (diém cyc tri). Biém zero va
diém peak |a diém cb gia tri cap xam cia pixe
trong lugc d6 histogram cia anh nho nhat va
bang cuc dai. Hinh 1 1a vi du minh hoa cho ky
thuat nay () histogram cua anh lena truéc khi
giau tin. Bé don gian vi du diém zero & vi tri
255 (h(255)=0) va diém pek ¢ 154
(h(154)=2859).

Bwdéc 2. Quét toan bo anh theo thi ty: tréi
sang phai, tir trén xuéng. Cac pixel co gia tri
xam nam trong khoang [155 254] duoc ting
lén mot gid tri. N6 s& 1am cho tan sb cua 155
bang 0.

Bwéc 3. Nhing bit théng diép “0” va “1”
lan luot vao cac gid tri xam 154 va 155 theo
nguyén tic sau: Gia sir pixel dang xét 1a 154
kiém tra bit can nhang, néu la bit “1” thi pixel
154 s3 tang 1én 1, nguoc lai néu 1a bit “0” thi
pixel 154 van giit nguyén. Hinh 1 (b) Histogram
caaanh sau khi gidu tin.
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Cudi cling chiing ta nhan duoc anh stego-
image, sau d6 chiing ta c6 thé chuyén dén nguoi
nhan théng qua internet. Nguoi nhan co thé
khéi phuc lai thong diép va anh goc bang k¥
thuat bién d6i nguoc, nguoi doc co thé xem [7]
dé biét thém chi tiét cach tach thong diép.

2.2. Ky thugt gidu thugn nghich HKC

Trong ky thuat NSAS, ching ta thiy kha
niang giau thong diép phu thudc vao do 16n caa
diém peak, nhu véi vi du trén kha ning gidu
lwong thdng diép khdng qué 2859 hit trong anh.
Tuy nhién lam thé nao dé truyén thong tin vé
diém zero va diém peak hay thong tin b sung
thong diép gidu tir nguoi giri ¢én nguoi nhan la
khéng duogc dé cap trong tai liéu nay. DBé cii
tién van dé nay, Hwang va cac déng nghiép caa
ong dé xuat ky thuat gidu thuat nghich HKC
8.
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Hinh 2. (a) Histogram énh géc,
(b) Histogram anh giau tin.

Thugt toan giau thugt nghich HKC

Buéc 1. Tim ramét diém peak (gia st d6la
vi tri 154 trong anh vi du Lena) va hai diém min
(d6 1avi tri 23 va 255). Piém peak va cac diém
min tuong ung véi sb pixel cia ching 1a lon
nhat va nho nhat trong anh (xem hinh 2 (a)).

Buéc 2. Nham dé khdi phuc chinh xéc anh
gdc, mot ban do dinh vi duoc dé xuit ding dé
luu trir théng tin vi tri caa cac pixe (nhu &
diém peak, diém min bén trd diém peak, luong
pixe ban dau caa diém min bén tré, diém min
bén phai diém peak, lugng pixel ban dau cia
diém min bén phai) trong lugc ¢6 HKC.

Buéc 3. Khoi tao khong gian dé nhang tin.
Céc pixd dugc dinh vi trong histogram nam &
bén tréi giira diém peak vadiém min bén tré s&
dich sang tra mot pixd. Tuong tu, cac pixe
dugc dinh vi nam ¢ bén phai gitra diém peak va
diém min bén phai s& dich sang phai mot pixel.

Bwéc 4. Nhang thoéng tin vao trong anh.
Néu pixd dang xét co giatri bing peak-2 hoic
peak +2 thi kiém tra bit can nhing trong chudi
bit théng diép: néu bit théng diép 1a 1 thi pixel
o0 giatri lapeak-2 sé tang 1én 1, pixe co giatri
| peak+2 s& giam di 1, con néu bit théng diép
|20 thi van duy tri nhu cii. Hinh 2 (b) histogram
caaanh sau khi gidu tin.

3. Phwong phép phat hién anh c6 gidu tin
3.1. Tan cong ky thugt HKC ciia Kuo

Nam 2008, Kuo va cac ddng nghiép cia
ong dé xuat ky thuat phat hién anh o giau tin
s dung k¥ thuat gidu HKC [9]. Nhém téc gia
quan séat histogram dua vao dinh peak trugc va
sau khi giau thiy hai giatri 1an can hai bén coa
dinh pesk bi tut xuéng do giau tin nhu md ta
trong hinh 3 (a) va (b), vi vay ho duaradinh ly
1 dé xay dung k§y thuat phét hién dudi day.
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Hinh 3. Diém Peak: (a) trudc khi gidu tin,
(b) sau khi giéu tin.

DPinh Iy 1: C6 5 cap giatri lién tiép (x4, ya),
(XZ’ yZ)’ (X3’ y3)’ (X4’ y4)’ (X5’ y5) \{él (X3’ y3)|"\El
cap giatri diem peak. Ti 1€ thay d6i cia5 diém
lién tuc va mdi quan hé lang giéng dugc dinh
nghialan luot nhu biéu thirc (1) va (2):

Yoo Y2, Y5~ Ya 4 04£t,£06 (1)
Y Y

|y1'y2|»|y4' y5|£t2 (2)
L ve [ Ve |
t, lagiatri ngudng (trong [9], tac gia 1ay t,= 0.1).

Ap dung dinh ly nay, Kuo dua ra thuat toan
phét hién anh c6 gidu tin sir dung k¥ thuat HKC
theo céc budc sau:

Buéc 1. Tim cip gia tri diém peak (Xmax
Ymax)

Buwéc 2. Tinh ti 1& thay d6i va mdi quan hé
lang giéng bang cach sir dung dinh 1y 1.

Buéc 3. Néu 5 cap giatri lién tiép 1an can
(Xmax» Yimax) thoa mén (1) va (2), thi két luan anh
c6 giau tin trong viing ndy, nguoc lai anh khong
giau tin.
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Hinh 4. Histogram ciia: () anh goc,
(b) anh giau tin bang HKC.
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Véi ky thuat phat hién cia Kuo (dya trén
dinh ly 1) trong mét s6 truong hop gidu tin caa
HKC chiing téi thay khéng pht hop khi thdng
diép khdng duoc gidu hét vao vi tri cua cot
peak. Vi du nhu hinh 4 (a) diém peak 1a 146,
sau khi gidu tin hai cot gia tri 1an can peak la
145 va 147 bi tyt xubng, nhung lugng bit gidu it
hon d6 16n cia 2 diém nay cho nén gia tri cia
144 khong bing 145 va gia tri 147 khong bang
148 (xem hinh 4 (b)), theo vi du ta c6 y;=1520,
y,=600, y5=3300, y,=580, ys=1600

Trong truong hop ndy kiém tra lai biéu
thirc (1) va (2) ta thay (ys-y2)/ys=0.8182 va (ys-
y4)/y3 =0.8242
Yi- Yo

Y,
khdéng thoa méan (1) va (2)
Dé ¢ thé phét hién mot cach tong quét hon
voi k¥ thuat cia Kuo chiing téi duaradinhly 2
chinh sira cia Kuo nhu sau:

va =1.5333 va

Yo~ ¥s| -1 7586
4

DPinh Iy 2: CO6 5 cip giatri lién tiép (xa, ya),
(X2, ¥2), (X3, Ya), (>§4, Ya), (Xs, Ys) trongvdé (X3,
ys) lacap giatri diém peak. Ti Ié thay doi cua 5
diém lién tyc va mdi quan hé lang giéng duoc
dinh nghialan luot nhu biéu thirc (1') va (2'):

M»M»tl’ 04£t1£1 (1')
Y; Y3

|y1' y2| |y4' y5| (21)

»

Ly, || 4

3.2. Ky thugt phét hién dé xuat

Mit khéc ching toi thiy co thé dua ra biéu
thirc don gian hon phét hién anh co gidu tin sir
dung k¥ thuat giau HKC. Dya vao phan tich vi
du trén: anh gdc ban dau co histogram nhu hinh
4 (a) tong hai cot giatri 18n can (hyas, hige) bén
tré vaha cot giatri 1an can bén phai (hygz, huag)
cia diém Peak (hws) 1ubn [on hon Peak (tic
Miaathiss > husg, iazthisg > hugg), trong khi voi
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histogram cua anh ¢ giau tin hinh 4 (b) thi
Miaathiss < higs, Miarthiss < hiss. Vi vay ching
toi duaradinh ly 3 duci day.

DPinh Iy 3: CO 5 cap giatri lién tiép (x4, ya),
(Xz,” Y2), (X3, Y3), (Xa, Ya), (Xs, ¥s) ’Véi diém Peak
(diem max) la (s, y3). Khi d6 moi quan hé lang
giéng caa nam diém ndy dugc dinh nghia nhu
sau:

Yity2<ys (3
Yatys<ys (4)

Ap dung dinh ly 3 chling ta co thé xay dung
céc thuat todn phét hién anh c6 giu tin bang ky
thuat HKC.

Thugt toan phéat hién anh c6 gidu tin bang
kj thudt gidu HKC:

Buéc 1: Thong ké tan sd pixe ciaanh. Tim
diém Peak 06 sb pixel 16N nhat (Xmax, Yimex)-

Buwéc 2: Tim 2 cip diém lién tiép bén tré
(Xmax-2r Ymax2)y (Xmax-1, Ymax-1) Va lién tiép phai
(Xmax+l, ymax+l), (Xmax+2; ymax+2)-

Buéc 3. Néu 5 diém (Xmaxczr Ymaxz), Xmaxcts
ymax—l), (Xmax, ymax?, (Xmax+l; ymax+l), (Xmax+2,
Ymax+2) thoa man biéu thac (3) va (4) thi chidng
ta c6 thé phét hién théng diép duogc giau trong
ving ndy. Nguoc lai, c6 thé két luan anh nay
khong giau tin.

4. K é qua thir nghiém va danh gia

a) bo dodénh gia

Trong nhirng thir nghiém nay, ching téi sir
dung c&c d6 do danh giala: precision, recall va
f-measure thuong dugc 8p dung trong phén loai
dir liéu. Precision la dé do tinh chinh xac va
ding dan cua viéc phan logi. Recall 1a dé do
tinh toan ven cia vi¢c phan lop.

Cu thé cho ba toan phan loai anh c6 gidu
tin va anh chua giau tin, gia s ta c6 mot tap
anh dau vao E (gém ca anh gidu tin va anh chua

giau tin) can phan thanh 2 tap con E; (anh c6
giau tin) va E, (anh khdng giau tin). Sau khi
thyc hién phén 16p ching ta dugc bang sau:

Két qua phan 16p ding

E E

. E tp fp
Két qua phan ' (truepositive) (false positive)

|6p dat dugc E, fn tn

(false negative) (true negative)

Khi d6 precison va recal dugc tinh toén
theo cdng thirc sau:

Precision = P (5)
tp+fp
Recall = — P ©)
tp+fn

Mac du precision va recal |a nhitng d¢ do
dugc ding rong ré va phd bién nhat, nhung
ching lai géy khd khan khi phai danh gia cac
ba toan phéan loai vi hai do do trén lai khong
tang/giam tuong ng voi nhau. Bai todn danh
gia co recall cao co thé co precision thip va
nguoc lai. Hon nita, viéc so sdnh ma chi dua
trén mdt minh precision va recall khdng phai 1a
mét y hay. Vi muc tiéu nay, do do F-measure
dugc sir dung dé danh gia tong quéat céc bai
toan phan loai. F-measure |a trung binh diéu
hoa co trong sb cia precision va recall va co
cong thirc:

precision . recall
b® . precision + recall

R =(1+0%).

trong d6 B 1a mot tham sb c6 giatri nam giira 0
va 1. Néu B = 1, F-measure bang véi precision
va néu B=0, F-measure bing véi recall. Giira
doan @6, gia tri p cang cao, dé quan trong cia
precision cang cao so vai recall. Ching toi st
dung giatri thuong dugce dung [ B = 0.5, nghia
la

precision . recall
" precision + recall

F= (7)
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b) Két qua thir nghiém

Dé thir nghiém chuong trinh, ching téi sir
dung Matlap R2007b voi tap dir ligu gom 100
anh xam trong d6 50 anh duoc lay vé tir [10] va
50 anh dwoc tao ra tir mdy anh ky thuat so.
Ching téi dem nhang cung mét théng diép

bang k¥ thuat HKC duoc tap anh mai ky higula
tap diz ligu anh 1 gdom 200 anh vai 100 anh gbc
ban dau va 100 anh c6 giau tin. Sau d6 sir dung
ky thuat phét hién HKC cia Kuo, ky thuat Kuo
oo chinh sira va ky thuat do ching t6i dé xuét
duoc két qua danh giatrong bang 1.

Bang 1. Két qua thir nghiém trén tap dit liéu anh 1

bo do -
Ky thuat Precision Recall F-measure
ky thuat coa Kuo tan cong HKC 0/100 =0 0/2=0 Khéng xac dinh
K§ thuat cia Kuo cé chinh sira tan cdng HKC  95/100=0.95 95/102=0.93 0.940

K3 thuat dé xuét tin cong HKC

97/100=0.97 97/102=0.95 0.96

Sau d6 chang téi tién hanh mot thir nghiém
sir dung 100 anh gbc ban dau tién hanh giu hét
thong diép (céc bit dugc sinh ngiu nhién) vao
céc diém 1an can diém cyc tri caa anh gbc biang
ky thuat giau HKC ta duoc tap dir liéu mai 1a

tdp diz ligu anh 2 rdi tién hanh thir nghiém phét
hién bing 3 k¥ thuat: Ky thuat cia Kuo, K¥
thuat cia Kuo chinh sira, ky thuat dé xuat ta
duoc két qua duaratrong bang 2.

Bang 2. Két qua thir nghiém trén tap dit liéu anh 2

bo do

Ky thuat Precision Recall F-measure
Ky thujt cia Kuo 68/100=0.68 68/82=083 0.75
cho HKC : : :

ky thuat cua Kuo chinh sira cho HKC
ky thuat dé xuat cho HKC

97/100=0.97 97/104=0.93 0.95
97/100=0.97 97/102=0.95 0.96

5. Két luan

Tir két qua thuc nghiém caa bang 1 va bang
2 ching ta c6 thé dé dang thiy ring két qua
phét hién do Kuo dua ra co hiéu qua phét hién
thip hon sau khi dwoc chinh sira lai mot sb
tham sb. Va ky thuat do ching t6i dé xuit co
thé phé& hién tin cay hon cua ho va cho moi
truong hop giau tin sir dung HKC véi cac luong
gidu khéc nhau.

Cong viéc tiép theo, ching t6i s& nghién
ctru mot s6 ky thuat phé hién anh o6 giu tin sir

dung cac ky thuat gidu thuan nghich khéac cong
bd trong thoi gian gan day.
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Recently, reversible data hiding scheme have been interesting specialy. In 2007, Hwang et al
proposed a reversible data hiding (it calls HKC) [9] which improved Ni et all’s technique (NSAS) [7]
based on the histogram shift. However, the technique creates an informal distribution in the histogram
after hiding message into a cover image. 1n 2008, Kuo et ad gave some insecurities of HKC technique
and introduced the steganalysis for the technique. Neverthdess, their method only detect stego images
with payload of 100% capacity of HKC technique, otherwise it can’t detect. Therefore, we give some
improvement to detect stego images using HK C steganography with various payl oads.
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