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Tém tit. Ho chiéu sinh tric da trai qua ba thé hé phat trién, tir ban dau chi chi trong luu anh mit
ngudi trén chip, két hop thém mot s6 nhén t6 sinh tric va co ché kiém sodt truy cap mo rong EAC
va bo xung co ché thiét 1ap két ndi c6 xdc thuc mat khau PACE. Trong bai bdo nay, ching tdi trinh
bay vé mo hinh xdc thyc hg chiéu sinh tric dya trén hai co ché PACE va EAC va tién hanh thur
nghiém cdc budc quan trong trong md hinh nay. Mot sé danh gid vé hiéu nang ciing nhu tinh an
ninh/an toan cia md hinh cling dugc phan tich trong bai bdo nay

Tir khod: xac thyc sinh tric hoc, ho chiéu sinh tric, kiém sodt truy cdp mé rong, kiém sodt truy cap

co ban, RFID, PKI.

1. Giéi thigu

HoO chiéu sinh tric (biometric passport -
HCST), hay con goi la ho chiéu dién to
(ePassport) 1a mot gia”iy can cudc cung cép
thong tin theo thoi ky (khodng 10 ndm, tuy theo
mdi nudc quy dinh) vé mot cong dan, ding dé
thay thé cho ho chiéu truyén théng. Muc tiéu
chinh cia HCST 1la ning cao an ninh/an toan
trong qué trinh cép phét/kiém duyét/xéc thuc ho
chiéu [1]. V6i muc tiéu d6, hd chiéu sinh tric
duoc phat trién dua trén nhiing chudn vé ho
chiéu thong thuong, két hop ciing véi (i) cic k§
thuat ddm bao an ninh/an toan thong tin, (ii)
cong ngh¢ dinh danh dya trén tan sb radio
(Radio Frequency Identification- RFID) va (iii)
cong nghé xac thyc dua trén nhitng nhan t6 sinh
tric hoc nhu anh mat nguodi, van tay, méng
mét... Hai yéu t dau cho phép ning cao viéc
chéng danh cép thong tin c4 nhan, chéng lam
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gia ho chiéu,..; con hai yéu té sau cho phép
nang cao hi€u qua qua trinh xac thyc cong dan
mang hd chiéu sinh tric [2].

HCST da duoc nghién ciru va dua vao trién
khai, tmg dung thyc t& & mot s6 qudc gia phat
trién trén thé gidi nhu: My, Chau Au... [3] Gan
day chinh phi Viét Nam ciing da phé duyét dé
4n qudc gia “San xuat va phat hanh ho chiéu
dién tir Viét Nam” voi ky vong bét dau tir nim
2011 ¢6 thé xay dung thir nghiém HCST [4].

Hién nay trén thé gidi, HCST di trai qua ba
thé hé phat trién: tir viéc méi chi sir dung anh
mat nguoi s6 hod luu trén mot chip RFID (thé
hé thir nhét) [1], két hop thém mot sb nhan t6
sinh tric va co ché kiém sodt truy cip md rong
(Extended Access Control — EAC; thé hé thu
hai) [2] va bd xung co ché thiét lap Kkét ndi c6
xac thuc mat khau (Password Authenticated
Connection Establishment — PACE; thé hé tht
3, bit du tir cudi ndam 2009) [5]. Tai Viét Nam,
m&i chi ¢6 mot sd du 4n nghién cuu, tim hiéu
lién quan dén mo hinh cAp phat, quan 1y, kiém
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duyét HCST [6]. Céc nghién clru nay budc dau
da nghién ciru cdc co ché bao mat s dung
trong HCST, dong thoi dé xuit ra md hinh
HCST st dung tai Viét Nam. Tuy nhién viéc
nghién ctru trén méi dimg & md hinh phat trién
thé h¢ thir hai.

Trong bai bdo nay, ching t6i tdp trung
nghién ctru, tim hiéu quy trinh xdc thuc HCST
theo chuén cia té chirc ICAO (International
Civil Aviation Orgnization) & thé hé thir ba,
véi dinh hudng dac biét chi trong dén co ché
PACE va EAC nhim tang cudng an ninh/an
toan trong qué trinh x4dc thuc HCST. Trén thuc
té mo hinh nay chua dugc dp dung & bét ky
nudc nao trén thé gidi, méi dimg ¢ pham vi
nghién ctru. V4i viée nghién ciru, tim hiéu quy
trinh xdc thyc st dung co ché PACE va EAC,
ttr d6 tién hanh thuc nghiém mo hinh xdc thyc
néi trén, chiing t6i ky vong c6 thé tiép can duoc
nhitng nghién ctru méi nhat vé HCST trén thé
gidi, tir d6 c6 thé cung cép, xdy dung phan nao
nhiing co s& nén tang v& HCST tai Viét Nam.

Cac phé‘m cdn lai cua bai bdo dugce td chic
nhu sau: phﬁn 2 trinh bay téng quan vé céc
cong nghé lién quan va t6 chirc cua HCST;
phin 3 dénh gid cic thé hé ciia HCST tir d6 dua
ra md hinh xdc thyc HCST su dung co ché
PACE va EAC ¢ phin 4; phan thir nghiém va
danh gid dugc trinh bay & hai phin ké tiép.
Phin cudi ciing 12 nhimg danh gid két luan va
mot s6 hudng phat trién ké tiép.

2. Ly thuyét lién quan

2.1. Cdc cong nghé trong HCST

HCST dugc xdy dung két hop chu yéu ba
cong nghé chinh: dinh danh sir dung tan sé vo
tuyén (RFID), co s& ha téng khod cdng khai
(Public Key Infrastructures — PKI) va xac thyc
sinh tric hoc.

a) Dinh danh sur dung tan s6 vo tuyén

RFID 1a cong nghé nhan dang ddi tuong
b@“mg séng vo tuyén. Cong nghé nay cho phép
nhan biét cic dbi twong théng qua hé thdng thu
phét séng vo tuyén, tir d6 ¢6 thé gidm sat, quan
1y hodc lwu vét tirng d6i twong.

Hé théng RFID bao gdm thiét bi don gian
(goi 1a thé, dé luu dir liéu, dinh danh) nho gon
va ré, va thiét bi phirc tap (goi 1a dau doc). The
thuong duoc san xuat véi s6 lwong 16n va dinh
vio cdc ddi tuong can quan 1y, diéu hanh tu
dong. Pau doc c¢6 nhiéu tinh ning hon va
thuong két ndi véi mdy tinh hoic mang mdy
tinh. Qua trinh truyén thong (doc/ghi dir li€u)
gifta thé va ddu doc déu sir dung séng vo tuyén
v6i giai tan 100 kHz dén 10 GHz.

Nhin chung, HCST déu sir dung chip RFID
loai thy dong, khong can nguén nudi, voi dac ta
tuan theo chuan ISO 14443 va dugc t6 chirc
ICAO miéu ta chi tiét trong [7].

b) Co 56 ha tang khod cong khai

PKI c6 thé dugc xem nhu co ché cho phép
bén thtr ba (thuong 1a nha cung cép chting chi
s6) cung cép va xac thuc dinh danh cua hai bén
tham gia vao qud trinh trao ddi thong tin. PKI
khi trién khai phai ddp tmg dugc cic qud trinh
dudi day dugc an ninh/an toan:

¢ Qua trinh dau doc thdm dinh dit liéu duoc
Ivu trong HCST la x4c thuc hay khong.

¢ Quéa trinh kiém tra liéu dir lidu trong
HCST bi thay d6i hay nhan ban hay khong.

¢ Qua trinh kiém tra liéu dau doc ¢6 duoc
phép truy cap dir li€u trong chip RFID hay
khong.

Nhu vay, mbi HCST ciing nhu cc hé théng
cép phat/thim dinh HCST ciing déu phai c6
chimg chi sb. Viéc trao ddi ching chi cia co
quan cip ho chiéu giita cdc qudc gia s& duoc
thyc hién bang dudng cong ham va thong qua
danh muc khod cong khai cia ICAO [8].
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Céc thanh phan trong PKI cho HCST gom:

¢ CSCA (Country Verifying Certificate
Authorities) cung véi CVCA (Country
Verifying Certificate Authority): la CA
(Cerfiticate Authority) cip qudc gia.

¢ DV (Document Verifier): Co quan kiém
tra ho chiéu.

+ IS (Inspection System): HE théng tham tra.

Ha tang khoa cong khai c6 cau truc tang
Tang cao nhat tuong tmg véi mdi quoc gia
duoc goi 1a CSCA. CSCA sinh va luu gilt cép
khoa (KPMCSCAr KPrCSCA)- Khod bi mét cua
CSCA (KPrcscy) duge dung dé ky m5i chiing
chi Document Verifier (Cpy) do quoc gla dé
hay quoc gia khdc quan ly. Trong moi quoc gia
¢6 nhiéu DV. Mdi DV sinh va luu trit mot cdp
khod (KPupy, KPrpy). Khod bi mat cuia DV
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(KPrpy) dugc dung dé ky mdi chimg chi dau
doc (Cys) va SOp trong mdi HCST ma né phét
hanh. Dé chia sé céc chung chi DV (Cpy) gitta
cac quéc gia, ICAO cung cap mdt danh muc
khoa cong khai PKD (Public Key Directory).
PKD chi luu trit cdc ching chi cia DV (Cpy) da
duoc ky, chinh vi vay né con dugc goi 1a kho
chira céc ching chi. Kho chira ndy c6 sin & mdi
qudc gia va duge cip quyén bao vé cAm doc.
Danh sach thu hdi chimg chi CRL (Certificate
Revocation List) ciing c6 thé duoc Iuu trit trong
cting danh muc khod cong khai PKD. Mdi quéc
gia ¢6 trach nhiém cap nhat thuong xuyén cic
chimg chi va CRL bang cach lay ching tu
PKD. Mdi 1an 1am nhu vay, mdi quoc gla phéan
ph01 thong tin m01 lay dugc dén cho mdi DV va
IS trong thim quyen cua né [9].
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Hinh 1. M6 hinh PKI cho HCST.

c) Xdc thuyc sinh trdc hoc

N6i dén sinh tric hoc 12 néi dén nhan dang
va kiém tra sy gidng nhau ciia con nguoi dua
trén dic diém sinh ly nao d6. Cac dac diém sinh
tric hoc thuong st dung bao gém: van tay,
khudén mit, mong mét, giong néi, chir viét tay,
hinh ban tay... Nén tang cua linh vuc x4c thuc
sinh tric hoc chinh 1 tinh duy nhét (hoic c6 do
ddng nhit vo ciing thip) ciia mot sé dic trung
sinh tric ma ching ta c6.

Trong HCST, ICAO da dua ra ba dac trung
sinh tric ¢6 thé sir dung 12 anh khudn mat, anh
van tay va anh méng mat cia ngudi mang hd
chiéu [6].

2.2. Céu triic va té chirc HCST

Nhin chung, HCST cé cau tric giéng ho
chiéu thong thudong, ngoai trir viéc bd xung
thém chip RFID dé luu dit liéu bd xung.
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Hinh 2. C4u tric hd chiéu sinh tric.

Dit liéu dugc Iuu trong chip RFID phai tuin
theo chuin duoc ICAO khuyén nghi dua ra [7].
Hién nay, cdu tric dit lidu logic (Logical Data
Structure - LDS) ciia chip nay bao gébm 16
nhém, duge gan nhin tir DG1 dén DG16. Trong
tuong lai, néu dung lwong chip RFID duoc ting
1én, ba nhém nira c6 thé s dung (DG17-19)
phuc vy Iru vét HCST va dit liéu visa.

Cac nhém dir liéu nay s€ dugc luu trir trén
cdc vung dit liéu cua chip RFID. Véi cac thanh
phin dit lidu trong mdi nhém (trudng théng
tin), dAu doc s& nhan dién sy ton tai cua ching
théng qua ban db hién thi phan tir dit liéu (Data
Element Presence Maps), va vi tri luu trit di
liéu thdong qua cac thé [10].

3. Cac phién ban HCST
Qua trinh tién trién cua HCST, cho dén nay,

¢6 thé chia thanh ba thé hé tuong tmg v6i mod
hinh ba phién ban dugc liét k& bén dudi.

3.1. HCST thé hé thir nhat

Trong thé hé dau tién, van dé an ninh/an
toan trong qua trinh cép phét/kiém tra HCST
dugc ICAO dac ta qua ba budc sau [7]: xac
thyc thy dong (Passive Authentication - PA),
kiém sodt truy cap co s¢ (Basic Access Control
- BAC), va xac thyc chu dong (Active
Authentication - AA) [6]:

- Xdc thyc bi dong PA 1a co ché cho phép
dau doc thim dinh li¢u dit li¢u ciia HCST 1a xdc
thuc hay khong. Trong co ché nay, thé khong
phai thyc hién mot xt 1y nao, tir dé6 PA chi cho
phét phat hién dugc dir liéu 1a ding, con dir lidu
d6 6 phai do sao chép, nhin ban hay khong thi
s& khong phat hién ra.

- X4c thyc chu dong AA 1a co ché tuy chon
trong thé hé nay, phuc vu viéc phat hién HCST
nhan ban. Yéu ciu nay dugc thyc hién voi ky
thuat Thdch do - Tra 1oi (Challenge -
Response). Néu HCST st dung AA, chip s€ luu
trlt mot khod cong khai KPuu, trong DG15 va
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gid tri bam cua ndé trong SOp. Khod bi maét
tuong ung (KPrss) dugc luu trit trong vung nhd
bi mat cia chip. Vung di li€u nay khong cho
phép doc béi céc ddu doc, chi dugc chip RFID
dung dé ky thach d6 tir dau doc.

- Kiém sodt truy cép co s¢ BAC ciing la co
ché tuy chon, dam bao kénh truyén giita dau
doc va HCST duoc an toan. Khi dau doc truy
cap vao HCST, n6 cung cp khod phién sinh tir
tur dir liéu trén ving MRZ.

3.2. HCST thé hé thir hai

Nam 2006 mot tdp cac chudn cho HCST
duoc dua ra boi Cong dong Chau Au (EU), goi
12 kiém sodt truy cap mo rong (Extended Acess
Control - EAC), va da dugc cong nhan boi New
Technologies Working Group (NTWG)
[11,12]. Muyc dich chinh cua EAC la dam bao
xdc thyc ca chip RFID va dau doc, két hop st
dung cdc dic trung sinh tric mé rong dé ning
cao an ninh/an toan. Hai co ché xdc thuc chip
(Chip Authentication - CA) va xac thyc dau doc
(Terminal Authentication - TA) da dugc bd
xung trong md hinh thé hé nay cung voi PA,
BAC (thay thé AA & thé hé thtr nhét).

i. Xdc thuc chip CA 1a co ché bit budc,
dugc dung dé thay thé AA. Néu CA thuc hién
thanh cong, n6 sé thiét lap mot cap khod ma hod
méi va khod MAC dé thay thé khod phién sinh
trong BAC. Qud trinh nay su dung giao thic
thoa thuan khod Diffie-Hellman tinh. Khod
cong khai TKPuc, dung cho CA duogc luu trong
DG14 con khod bi mat TKPrc, trong vung nhé
bi mat cua chip.

ii. Xédc thuc dau cudi TA 1a co ché duoc
thuc hién khi muén truy cap vao vung dir liéu
sinh tric (nhay cam) cua chip RFID. Dau doc s&
chimg minh quyén truy xuit dén chip RFID
b@“mg cach str dung cdc chirng chi s6. [13]

3.3. HCST thé hé thir ba

Nam 2008, t6 chiac Federal Office for
Information Security (BSI-Germany) dua ra
mot tai liéu miéu ta cdc co ché bao mat méi cho
HCST [12]. Cac tai li€u nay dugc xem nhu co
s& dé phat trién HCST thé hé thu ba.

Ngoai CA va TA ¢6 su thay ddi so véi md
hinh trudc, thé hé nay con c6 thém co ché
PACE (Password Authenticated Connection
Establishment). Chiing t6i s& gidi thiéu chi tiét
md hinh thé hé nay & day:

i. PACE dugc dung dé thay thé BAC, cho
phép chip RFID thim dinh dau doc c6 quyén
truy cap vao HCST hay khong. Thé va dau doc
st dung mot mat Kkhau chung () Kkét hop voi
giao thirc thoa thuan khod Diffie-Hellman dé
dua ra mot khoa phién manh.

Toan bd qua trinh dugc miéu ta:
1. Chip RFID ma hod mdt s6 ngau nhién nonce’
(s) su dung khod K. V6i K, = SHA-1(nlI3)

2. Chip RFID gtii nonce(s) da mé hod va cic
tham s6 tinh trén mién D trong giao thirc thoa
thuan khoa Diffie-Hellman (DH) dén cho IS.

3. IS su dung () dé khoi phuc lai chudi da ma
hoa (s).

4. RFID va IS tinh cdc tham s6 mién DH (D’)
dua trén D va s.

5. RFID sinh ra mét cdp khod (PACEKPrr,
PACEKPur) va gui cho IS khod PACEKPuy.

6. 1S sinh ra ciip khod (PACEKPry, PACEKPuz)
va giri dén RFID khod PACEKPug.

7. RFID va IS da c6 da thong tin chia sé dé sinh
ra khod Kveezl-

8. RFID va IS tinh todn cic khod phién Kgyc va
Kuac.

9. IS tinh: Tk = MAC(Ky, (PACEPur, D’)) va
gui né dén cho RFID tham dinh

10.RFID tinh: Tr = MAC(Ky, (PACEPug, D’))
va glri n6 dén cho IS thdm dinh

1
nonce = number used once
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Tu d6, PACE cho phép tao khod phién ddc
14p so v6i do dai mat khau va mat khiu ndy c6
thé str dung s6 luong ky ty vura phéi (chéng han
6 ky tu).

ii. Xdc thuc dau doc TA, trong cac dac ta
méi cla thé hé nay, phai dugc thyc hién trudc
CA dé cho phép RFID thdm dinh liéu IS c6
quyén truy cip dén cdc thong tin sinh tric nhay
cam hay khong. Viéc xdc thyc ndy dugc tién
hanh v&i viée str dung chimg chi s6 nhu sau:

1. IS giri cho RFID mét chudi chimg chi gdm
chung chi DV (Cpy), va chiing chi IS (Cjg).

2. RFID xéc thyc cdc chimg chi nay st dung
khod cong khai CVCA.

3. RFID liy khod cong khai cia dau doc
(RPuK).

4. 1S sinh ra cap khod DH ngan han trén mién
D: (RPI"KTA, RPMKTA)

5. IS nén khod cong khai Comp(RPuKTA) va gul
khod nay cung dir liéu bo trg thém Az dén
cho RFID.

6. RFID giri thich d6 ngiu nhién R dén IS.

7. IS sa dung khod bi mit RPrK ki chudi
(IDTAl|R||C0mp(RPMKTA)”ATA) (Vé'l IDTA !él
dinh danh cua chip RFID) va gii né dén
RFID.

8. RFID tham dinh tinh diing dén cia chit ky va
chuoi sr dung khod cong khai RPuK va céc
tham so da biet khéc.

iii. Xdc thuc chip CA chi dugc thyc hién
sau khi TA do CA can cap khoa DH ngén han
(RPrKrs, RPuKr,) dugc sinh ra trong qua trinh
TA. Cac budc thyc hién trong CA nhu sau:

1. RFID gti cho IS khod cdng khai cia né
(TPuKk).

2. IS giri khod cong khai ngan han RPuKr, da
dugc sinh ra trong qud trinh TA dén cho
RFID.

3. RFID tinh Comp(RPuKys) va dit li¢u Azy. N6
s€ so sanh gid tri Comp nay voi gid tri né
nhén dugc tir qua trinh TA.

4. RFID va IS c6 du thong tin chia sé dé tinh
khOé Kveezl-

5. RFID sinh ra chudi ngﬁu nhién (R). Cac khoa
phién dugc tinh: Kyuc = SHA-1(K..4lIRI12)
va KENC = SHA-](KWM”RHJ).

6. RFID tinh: TT =MAC (KMAC: (RPMKTA,D))
7. RFID giri R va Tr dén cho IS.

8. IS sirdung R dé tinh cdc khod phién tr K.
Sau d6 né tham dinh thé bai xac thuc Tr.

3.4. Bdnh gid, so sdnh cdc mé hinh

Dé danh gid, so sanh cdc thé hé trén, chiing
ta hay xem xét cac nguy co xay ra voi HCST.

+ Ddi voi thé hé dau tién:

- BAC va AA 1a hai co ché tup chon: Néu
hai co ché nay khong duoc sir dung thi dit liéu
bi doc trom, chip bi 1am nhdi 12 rat dé xay ra.

- Khod truy cdp BAC con yéu: BAC chi la
mdt giao thirc nham bao vé HCST khoi bi doc
trom va nghe trdm. Nhung tinh bdo mat cua
toan b giao thuc lai dya trén chiéu dai
(entropy) cua hai khod truy cap dugc tinh tir cic
théng tin trén MRZ. Chiéu dai cic khod truy
cap tbi da 1a 56 bits, nhu vay s& rat dé dodn.
Mot khi ké thu lay dugc nhiing khod nay, chiing
¢6 thé dé dang doc va lan theo vét cia chip
RFID trong suot thoi gian song cia HCST.

- Chua c6 cdc quy tdc truy cdp: Céc dic ta
ma ICAO dua ra chua bao gom cic nguyén tac
cho viéc truy cép vao vung dit liéu sinh trac
nhay cam (vin tay, mong mit, ..). Diéu d6 dan
dén nguy co tan cong truy cép va lay cic thong
tin rat riéng tu cia ngudi mang h chiéu

+ D6i v6i thé h¢ thir hai:

- Con phu thuéc vao BAC: EAC van su
dung BAC d¢ bao vé€ dit li€u sinh tric. Nhu da
néi trén, cdc thong tin sinh tric van c6 thé dé
dang bi tan cong.

- Nguy co tdn cong ngau nhién béi cdc dau
doc: chip RFID cta HCST la loai chip thy
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dong, do d6 khong c6 dong hd. Ching thiét 1ap
thoi gian hién tai chi dya trén thdng tin nhéan
duoc tir ddu doc cubi ciing kich hoat chiing.
Nhu thé thi dau doc véi ching chi da hét han
van c6 thé doc duoc nodi dung cua chip RFID
(gdm cdc thong tin sinh tric nhay cam) néu thoi
gian trén HCST chua dugc cap nhét trong thoi
gian dai.

- Nguy co tdn cong DoS: khi TA chi dugc
thuc hién sau CA, rat c6 kha nang mot dau doc
véi dong co nao dé s€ lam tran RFID bdi cac
chung chi khéng hop 1€. Khi d6 by nhd cua
RFID bj han ché, n6 sé& dung thyc hién céac chirce
ning da dugc yéu cau.

+ Dbi voi md hinh HCST thé hé thtr ba:

Thé hé HCST tht ba ra doi khic phuc duoc
hau hét cdc nguy co an ninh cé thé Xay ra trong
céc thé hé¢ HCST truéc d6. Tuy nhién van con
mot van dé nita xuat hién trong mé hinh nay, d6
12 nguy co tan cong ngiu nhién bdi céc dau doc.

4. Mo hinh xac thwec HCST thir nghiém wng
dung co ché PACE va EAC

Dua trén m6 hinh HCST thé hé tha ba,
chiing t6i da tién hanh xdy dung mo hinh xdc
thyc HCST tich hop ca hai co ché PACE va
EAC. M6 hinh nay bao gém cdc budc chinh
sau:

B1: Ngudi mang ho chiéu xudt trinh ho
chiéu cho co quan kiém tra, co quan tién hanh
thu nhan cdc dic tinh sinh tric hoc tir nguoi
xuét trinh ho chiéu.

B2: Kiém tra cdc dic tinh bao mat trén
trang ho chiéu gidy thong qua cdc dic diém an
ninh truyén thong da biét: thuy 4n, dai quang
hoc, 16p bao v¢ anh...

B3: IS va RFID thyc hién qué trinh PACE.
Sau khi PACE thanh cong, IS c6 thé doc céc
thong tin trong chip ngoai tru DG3, DG4 (dnh
van tay va mbng mét), moi thong tin trao doi
gifta dau doc va chip duoc truyén thong bo bao
mat, ma hoa sau d6 la xac thyc theo cap khoa
(Kene, Kyac) €6 duogc tir qua trinh PACE.

B4: Tién hanh qu4 trinh TA dé ching minh
quyén truy cip cua ddu doc dén phan dir liéu
DG3, DG4.

B5: Thuc hién PA dé kiém tra tinh x4c thuc
va toan ven cua cdc thdng tin Iuu trong chip
thong qua kiém tra chit ky trong SOp béng khoa
cong khai cua co quan cap ho chiéu. Viée trao
d6i khod thong qua chimg chi s6 theo md hinh
khuyén cdo ctia ICAO.

B6: Tién hanh CA dé chimg minh dugc tinh
nguyén gbc cua chip ddng thoi cung cap khod
phién manh cho truyén thong bio bao mat.

B7: IS ddi sénh dit liéu sinh tric thu nhan
duoc tryc tiép tir ngudi xuét trinh ho chiéu véi
dir liéu sinh tric Iuvu trong chip. Néu qué trinh
d6i sanh thanh cong va két hop véi cic chimg
thuc trén, co quan kiém tra ho chiéu ¢6 du diéu
kién dé tin twéng ho chiéu 1a xdc thuc va nguoi
mang ho chiéu diing 12 con ngudi md ta trong
ho chiéu. Néu co quan kiém tra ho chiéu khong
trién khai EAC thi IS d6 khong c6 quyén truy
cap DG3 va DG4. Thong tin sinh tric hoc duy
nhét ding dé déi sanh chi 12 anh khudn mit.
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4.1. Kiém tra an ninh

Cong dan mang HCST xut trinh ho chiéu
cho hé thong kiém duyét (IS). Trude tién HCST
can phai trai qua mot s6 budc kiém tra an ninh
nghiép vu truyén théng tai cic diém xuit/nhap
canh nhu dung 16p kim loai bao vé dé tao hiéu
ung léng Faraday nhim chéng kha nang doc
théng tin trong chip RFID ngoai y mubn cia
nguoi mang ho chiéu hay ding thuy an dé bao
vé booklet. ..

4.2. PACE

PACE thiét 1ap céc thong bdo bao mat giita
chip RFID va IS, sir dung mat khiu don gian,
theo cac budc nhu lvoc dd sau:

1. Chip RFID sinh ra ngau nhién s, mi hod s sir
dung K, : z = E(K, s) véi K; = SHA-1(xl|3)
va gui ban ma z cung cdc tham s6 mién tinh
D dén cho IS.

RFID

- Chon nonce s,
z2=E(K,s)

-D’= Map(D,s)

2. 1S kh()i" phuc lai ban 10 s = D(K;, z) st dung
mat khau chung =.

3. Ca RFID va IS cung thyc hién cédc bude sau:

- Tinh cdc tham sé mién tinh D’ dya trén D va s:
D’ = Map(D,s)

- Thuc hién giao thirc thod thuén khoa Diffie-
Hellman dya trén D’ va khoa chia sé.

K=KA(PACEKPr; PACEKPuzD’)=
KA(PACEKPry, PACEKPuz D’)

Trong sudt qud trinh thoa thuan khod DH,
mdi bén phai kiém tra ring hai khod cong khai
PACEKPur va PACEKPuzrla khac nhau.

Tur d6 ca hai bén tinh cd khoa phién Ky, va
Kenc.

RFID tinh thé xac thuc Tr = MAC(Ky,
(PACEPug, D’)) va gui dén cho IS tham dinh.

IS tinh thé xac thuc T = MAC(Ky,
(PACEPuy, D’)) va gii d&n cho RFID thim
dinh.

IS

5= ik 8

Sinh cép khoa ngan han
(PACEKPry, PACEKPuU-. D)

PACEKPu

D’= Map(D,s)

Sinh cédp khod ngan han

(PACEKPrw, PACEKPuR, D)
PACEKPug

| - v eaceen; o)

T, = MAC(K,, (PACEPuU=, D)) “ Verify(T7)

Hinh 4. Luoc d6 PACE.
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4.3. Poc vung dir liéu DG1

Sau khi PACE thanh cong, hé théng xac 5
thyc HCST s¢€ tién hanh doc vung dir liéu DG1
trong chip RFID cua HCST va so sanh véi
nhiing di liéu hé théng da doc dugc tur vung 3.
MRZ. Néu dit liéu tring nhau thi chuyén sang
buéc 4, néu khong thi chuyén qua budc kiém
tra dac biét. 4.
5.
4.4. Xdc thuc dau doc
6.

TA cho phép chip RFID tham dinh li¢u dau
doc c6 duoc quyén truy cap vao ving dit lidu
nhay cdm hay khdng (d4nh van tay, anh méng
mit, ...). Céc bude trong TA nhu sau [12].

RFID

-Verify(PKcyea, Cov)
—BQC RPuK 1t C|5

Comp(RPUKTA) At

- Irprp=Rnd()

- Verify (RPuUK 74, 5z,

IDero || Trro |l
Comp(RPUKz)||Am))

Hinh 5. Lugc dd TA.
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. IS giri chudi ching chi dén chip gdm Cs va

Cpy.

RFID kiém chimg céc chimg chi nay su dung
PKcyca va trich khod cong khai cta dau doc
RPukK.

IS sinh ra cap khod DH ngéan han trén mién
D:  RPrKp, RPuKrp,. Sal} n6é gui
Comp(RPuKr,) va dir 1iéu Ay dén cho RFID

RFID gii thach d6 ngau nhién rggyp dén IS.

IS tra loi  bang  chit  ky
sIs=Sign(RPuK,IDTAI IrIIComp(RPuKTA)I |ATA)
Chip kiém tra chit ky nhan dugc tir IS bang
khoa RP MKTA

Verify(RPuKrs, sis,
Comp(RPuKry)l|Ary))

IDgprp I

TRFID

IS

Sinh cap khoa DH
ngan han
(RPrkts, RPuKyy, D)

vvvvvvvvv

vvvvvvvvvvv
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4.5. Xdc thuc thu dong

Qué trinh PA cho phép kiém tra tinh xac
thyc va toan ven thong tin luu trong chip RFID
théng qua viéc kiém tra chir ky luu trong SO,
bang khéa cong khai cta co quan cap ho chiéu.
Viéc trao ddi khéa cong khai thong qua chimg
chi s duoc thuc hién theo md hinh khuyén cdo
cua ICAO. Thyc hién thanh cong qud trinh PA
cung voi CA trong co ché EAC thi ¢6 thé khéng
dinh chic chin chip trong hé chiéu 1a nguyén
gbe [12].

1) Boc SOp, tir chip RFID.

2) Lay ching chi DV-Certtir SO, vira doc &
trén.

3) Kiém tra DV-Cert tir khéa cong khai
PKcyey c6 duoce tir PKD hodc tir co so dir liéu
duoc trao ddi tryuc tiép giita cic qudc gia thong
qua dudng cong ham.

4) Kiém tra chit ky s& SOp.signature si
dung khéa bi mat KPups cua DV. Budc nay
nhim khéng dinh thong tin SO, diing 12 dwoc
tao ra boi co quan cap ho chiéu va SO s khong
bi thay ddi.

5) Poc céc thong tin can thiét tir LDS.

6) Tinh ham bam cho céc thdng tin & budc
4, sau d6 so sanh voi SO ps. Qua budc nay mai
khéng dinh duwgc nhém dir liéu 1a xac thuc va
toan ven.

I5

- DV-Cert = SOp.cert.

- Kiém tra DV-Cert bing khéa céng khai PKcves.

- Kiém tra chit ki SOD.signature st dung khoa bi
mat KPups.

LDS

Kiém tra tinh xdc thwe, toan ven cua LDS:

- Tinh gid tri him bim cua cdc nhém théng tin va
so sinh véi SOLDS

Hinh 6. Lugc dd PA.

4.6. Xdc thuc chip

CA thiét 1ap théng bdo bao mat giita chip
MRTD va IS dua trén cdp khod tinh dugc luu
trir trén chip. CA thay thé co ché AA ma ICAO
dd dua ra va cung cip cdc khod phién manh
[12]. Céac budc tién hanh trong CA nhu sau:

1) RFID gtii cho IS khoa cong khai (TPuk).

2) IS giri khod cong khai ngén han RPuKr,
da duoc sinh ra trong TA dén cho RFID.

3) RFID tinh Comp(RPuKr,) va dit liéu Azs.
N6 s€ so sdnh gid tri Comp nay voi gid tri nd
nhan duogc tir TA.

4) RFID va IS c6 du thong tin chia sé dé
tinh khod K,eeq.

5) RFID sinh ra chudi ngau nhién (R). Céc
khoa phién dugc tinh: Kyac = SHA-
I(Kyeed IRN2) V2 Ky = SHA-1(K,0d IRINT ).

6) RFID tinh: Tr = MAC (Kuac,
(RPuKrs,D)).

RFID guri R va Ty dén cho IS.

7) IS st dung R dé tinh cic khod phién tir
Kieea. Sau d6 n6 thim dinh thé bai xdc thuc Tr.
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RFID IS

TRk S

v

-Tinh Comp(RPuK||Aw) :

-50 sdnh v&i Comp datinh

& Terminal Authentication

Kseed

- R=md()
KMAC, KENC

= Kseed

B | i ko

Tr=MAC(Ky, (RPUK7aD)) “ Verify(T+)

Hinh 7. Lugc db CA.

4.7. Boi sdnh dic trung sinh tric

Hé¢ théng kiém duyét cé quyén truy cap vao
cdc vung dir liéu DG2, DG3, DG4 va tién hanh
doc cdc dir liéu sinh tric cua nguoi sé hitu ho
chiéu (anh khuén mat, déu van tay, méng mit)
duoc Iuu trong chip RFID. Ciing lic d6, bing
céc thiét bi chuyén dung, co quan kiém tra s&
tién hanh thu nhan cdc dic tinh sinh trc hoc
nhu anh khu6én mat, van tay, méng mat... tir
cong dan. Sau d6, hé thong s& thyc hién qud
trinh trich chon déc trung cia cac dac tinh sinh
trac, tién hanh d6i chiéu va dua ra két qua. Néu
ca ba dir lidu sinh tric thu dugc truc tiép tur
nguoi dung khép véi dit liéu thu dugc tu chip
RFID thi co quan kiém tra xdc thuc ¢6 du diéu
kién dé tin tuong ho chiéu dién tir d6 1a ding
dén va ngudi mang ho chiéu 12 hop 16 [6,14].

5. Thuc nghiém

Do diéu kién c6 han vé co s& vat chét,
chiing t6i d tién hanh thir nghiém mo hinh trén
theo huong kiém thtr quy trinh xdc thuc voi div
liéu md phong. Céc phan lién quan dén nhiing
budc can xur 1y trén chip RFID s& dugc tha
nghiém trong thoi gian téi.

Chuong trinh thr nghiém ching t6i phat
trién s€ tap chung vao cic chic nang sau:

= Phén tich ving MRZ trén HCST.

* Doc vung DGI luu trén chip va so khép
voi ving MRZ vira doc trén.

= M5 phong qua trinh xdc thyc véi co ché
PACE va EAC (bao gdm ca xdc thuc dau
doc va xac thyc chip).

Dya trén sd thu vién ma hod nhu
Org.BouncyCastle, CryptoSys PKI [15], chiing
t6i da tién hanh xdy dung chuong trinh cung
cép céc chirc ndng néu trén, phuc vu qud trinh
kiém thtr mo hinh xdc thuc.
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i)

-

Xoilog |

Logs:
===BAT DAU GIAO THUC XAC THUC CHIP —==

(> B1. Chlp gui khoa cong khai(TPuK) den IS
Thuk=

Puk=
046C806CB75F 72F CD86BO863B4CSFEA37110B3707FDF 1

7F89399228175563EBED03CE1C71838

G BB ATAron oo oo Tt

S5 Comp(RPUKTA) vo 50 sarhvoiComnp da
A

~>B4.Chjp va IS cung tith Kseed
Keeea= 64BBA73DSD74FA490ABB193609ACEFC2

£ B5. Chip sinh chuoi ngau nhien R va tith KMAC, KENC
R=00E04DF54216C6ESE2DF IF2CEDSASID2AE
KMAC: E2AS65564326211FOS143E0C248CSDDE

KENC: BAEAS2940327B3D2F SDBI6IEB2S4E30F

(> B6.Chiptinh the xacthuc T_tva guiR. T _tden|S
3 /qS6lmzVHailcspKg=VACRBy/AIQOL
9mYP7FF5e10VRnyM2vkCCHIG/8PAGS]

Xod +WIiZomJ4OhFS/pMEFVQs2YFy/BpYXovOxA=

...Poc MRZ

P<VNM NGOC<TI S
A235711<<3VNM7 80627 8F1002207 <<<<<<<<<<<<<<00 (57 IS dungKseed imh KENC.KMAC. Seuxactiue |2

PACE

Boc DG1

| [ Xécthucpaudoc| (. xéc thucchipd

cong!
KET THUC GIAO THUC XAC THUC CHIP.

Hinh 8. Chuong trinh thir nghiém PACE va EAC.

Chuong trinh thir nghiém thu dugc da cé
kha ning tién hanh cic budc da néu trong md
hinh x4c thuc néu trén. Cu thé:

- Phén tich va hién thi thong tin trong viing
MRZ

- Tién hanh PACE, luu vét két qua. Néu
thanh cong, tién hanh tiép budc sau.

- Boc DG1 va so khép voi thong tin MRZ
nhu trong mo hinh da néu.

- Tién hanh xdc thuc du doc va luw/hién thi
toan bo vét cdc budc da thuc tién trong qua
trinh nay.

- Thyc hién xac thyc chip voi 7 budc va
luu/hién thi cdc vét thuc hién. O day, qud trinh
PA tam thoi chua tich hgp vao hé théng vi ly do
thieu ha tang khod cong khai PKI.

6. Panh gi4a md hinh

Qud trinh CA sir dung lugc dd trao d6i khod
phién ngén han theo Diffie-Hellman va theo
giai thuat twra Elgamal, phan tinh todn trén chip
ciing khong nhiéu. Theo md hinh, chip chi can
Iuu trit cdp khoa xdc thyc Deffie-Hellman tinh
nén khong can thiét phai trao d6i khoa trudc d6
gita IS va RFID. Pay ciing 1 yéu té gép phan
dam bdo hi¢u ndng chung cia mo hinh.

Trong qud trinh CA cin thiét c6 trao doi
chung chi tuy nhién, cdc cdng viéc xu ly lién
quan dén phan phéi chimg chi do CVCA, DV
va céc IS thuc hién nén khéi lugng tinh todn xtr
1y cta chip dwoc han ché dén muc tdi da va c6
thé trién khai thuc hién duoc trong thuc té.

Ngoai ra, vai viéc st dung h¢ méat dya trén
duong cong Elliptic (ECC) - hé mat dugc danh
gid c¢6 d6 an toan cao trong khi kich thudc khod
nho, thoi gian tinh todn nhanh va rit pht hop dé
trién khai trén cdc thiét bi tinh todn c6 nang lyc
xur 1y yéu [16]. Pay la diéu kién tién quyét dam
bao hi€u nang cuia mo hinh xac thyc.

Ngoai ra, m6 hinh néu trén hoan toan déap
g dugc nhitng yéu cau dit ra dbi voi HCST
nhu: ddm bdo tinh chan thuc (quy trinh 15
rang); tinh khong thé nhén ban (sir dung CA va
PA); tinh nguyén ven va xdc thuc (PA va PKI),
tinh lién két cong dan-HCST (sir dung ba dic
trung sinh trac ¢6 do xdc thuc cao nhit); kiém
soat dugc truy cap (PACE va EAC)

Maic du mo hinh xac thyc HCST nay, duogc
xay dung dua trén nhiing déc ta trong phién ban
thé hé thir ba, khic phuc hau hét cic nguy co
kém an toan cua HCST thé hé tht nhit va thu
hai, tuy nhién né van tdn tai nhuge diém lién
quan dén van d& hét han ciia dau doc.
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7. Két luan

Viéc stt dung HCST da minh chirng dugc
nhiing tinh uvu viét trong viéc ning cao qud
trinh cAp phat va kiém sodt ho chiéu. Vi nhitng
nghién ciru va phin tich nhimg thé hé di c6 cua
HCST, ching ta c6 thé nim bat tét hon
uu/nhugc cla ting thé hé, tir d6 ¢6 duge nhiing
giai phdp phit hop vdi timg loai ho chiéu. Mic
dit HCST thé h¢ thtr nhat van con duge mot s6
nudc sir dung, nhung nhitng wu diém ndi troi vé
an ninh/an toan cua thé hé thir ba cho phép
khing dinh dugc tiém ning ung dung thuc té
ctia md hinh nay. Tuy nhién, vn dé vé hét han
ctia dau doc trong thé hé thir ba nay van con ton
tai.

V6i viée thir nghiém mot s chic ning
trong md hinh d& xuét, ching t6i hy vong
nhitng két qua nay s& 1a tién dé cho nhiing
nghién ciru/dau tu chuyén sau hon, tir d6 c6 thé
xay dung va san xuét dugc HCST cho cong dan
Viét Nam ma khong cin phai st dung lai nhitng
san phim nudc ngoai.

Trong thoi gian tdi, ching t6i s€ tich hop
voi nhimg modules xdc thyc cdc nhan té sinh
trac va thiét bi thuyc. Ngoai ra, nhimg van dé
nhu cép/quén ly ching chi s6; quan 1y co s¢ dix
liéu cOng dan c6 kem theo nhitng déc trung sinh
trac, cling s€ dugc chu trong trong nhling hudéng
phat trién tiép theo ctia bai bdo nay.

Loi cam on

Cong trinh nay duoc tai trg mot phan tir dé
tai nghién ciru ma s6 QG.09.28, cap Pai hoc
Quoc gia Ha Noi.
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Using PACE and EAC for biometric passport authentication

Vu Thi Ha Minh, Nguyen Ngoc Hoa

University of Engineering and Technology, VNU, 144 Xuan Thuy, Hanoi, Vietnam

This paper investigates three different generations of biometric passport in order to make
advantages of its security/safety. Beginning with the ICAO standards for first biometric passports
(2004, used mainly the Basic Access Control - BAC), some European countries additionally used the
mechanism EAC (Extended Access Control, 2006) to provide more comprehensive Tag and Reader
authentication protocol. Currently, based on the EAC, the PACE (Password Authenticated
Connenction Establishment, 2009) mechanism is introduced as a replacement to the Basic Access
Control. By using the third generation approach, we propose a model of biometric passport
authentication based on PACE and EAC. An experiment is also presented in this paper for validating
this model.

Keywords: biometric passport, Extended Access Control, Password Authenticated Connenction
Establishment, RFID, PKI.



