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Tom tat Nhu cau trao ddi thong tin trén mang mdy tinh ngay mot gia tang kéo theo nhimg yéu
cau cap thiét vé bao dam an toan truyén tin trén mang. Vi du hai nguoi tir xa khong nhin thiy
nhau, khong nghe dugc giong néi clia nhau, nhung van cé thé trao doi thong tin trén mang may

tinh cong khai (thoa thuan, thanh todn hop dong, ky két hop tac, thi van dap, ..
ho dang lam viéc voi ding d6i tic ciia minh, nguoi thir ba “khé

.) ma yén tim ring:
thé biét ho dang lam viéc gi.
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Mot trong nhitng cach dé giai bai toan trén la xay dung Ha tAng co s& mat ma khod cong khai (PKI
— Public Key InfraStucture). Trén d6 c6 Hé thong cung cAp va quan 1y chimng chi so.

Bio cdo trinh bay thir nghiém xay dung h¢ thong trén, trong d6 sir dung cong nghé SSL va IAIK.
Hé théng da dugc dung tai mot s6 co quan, va da duge xac nhan ¢ hidu qua.

Tur khoa: PKI, CA, SSL, IAIK.

1. H¢ théng cung cip va quén Iy chimg chi s

1.1. Nhu cdﬁ vé Hé thé'ng cung cd'p va quan ly
chung chi so

1.1.1. Khdi niém Chimg chi sé

Luat giao dich dién tu (trong d6 c6 “chir ky
sé)”) & Viét nam da c6 hiéu luc tir 3/2006. Theo
luat nay, ching ta c6 thé “ky” tir xa qua mang
may tinh, khong phai gap nhau.

Thong thudng dé xdc thyc chi nhin cua tai
liéu ngudi ta dung “chir ky tay” danh déu phia
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dudi tai liéu d6. “Chir ky tay” cua nguoi ta
duoc cong khai cho moi nguoi biét dé kiém tra.

“Chit ky s6” khong phai 1a mot ddu hiéu
nhu “chit k)’/ tay”. D6 la mot ban ma hoa tai
liéu. Dé kiém tra “chir ky 56, chi nhan cua n6
phai thdong bdo “khod cong khai” cho moi nguoi
biét.“Khoa cong khai” con diing dé 1ap mi bang
hé ma héa khéa cong khai va nhiéu tng dung
khéc.

Nhung dé bao dam tinh phap 1y cta “khod
cong khai”, phai ¢6 co quan tham quyén ching
thuc chia khod nay. Hién nay co quan nhu vay

goi la trung tAm cung cép va quan 1y “chimg chi

Ads

SO
(CA: Certification Authority) [1].



64 T.N. Tién va nnk. / Tap chi Khoa hoc PHQGHN, Khoa hoc Tw Nhién vi Cong nghé 24 (2008) 63-69

“Chimg chi s6” (CCS) 1a gidy ching nhan
ch nhan ciia “khéa cong khai”. CCS giéng nhu
chung minh thu, dugc dung khi giao dich trén
mang, nham dam bao nhan dién ding ddi tuong
giao dich va gép phan bao dam an toan cho cic
noi dung giao dich. R6 rang CCS 12 thanh phan
rit quan trong trong “giao dich dién ti”.

1.1.2. Hé thong cung cdp va quan Iy chimg
chi so

Dé bao dam cho trung tim CA hoat dong
nhanh va thuén lgi, ta phai xdy dung hé théng
cung cép va quan 1y chiig chi s6. D6 1a phé‘m
mém hd tro CA thuc hién cdc nhiém vu sau:

¢ Xét duyét dé nghi va cip “ching chi s5”.

¢ Quan Iy cdc “ching chi s6” da dugc CA
cép, céc “chimg chi s6” con hiéu lyc phép 1y,
cac “chimg chi s6” hét hiéu lyc phap 1y (cic
“chimg chi s&” bi thu hdi).

¢ Cung cép béng chung phdp 1y khi xay ra
tranh chip trong “giao dich dién tir”.

Hé¢ théng cung cép va quan ly chiing chi s6
12 bd phan quan trong cta Ha t?mg co s& mat ma
khod cong khai (PKI), trén d6 ngudi ta c6 thé
thuc hién duoc cac giao dich dién tir an toan [2,3].

1.2. Cdc thanh phdn cua Hé thé'ng ung cd'p va
quan Iy chung chi so

1.2.1. Cdc yéu cau doi véi Hé thong cung
cdp va quan 1y chung chi so

¢ Déi véi khach hang, hé théng thyc hién
dugc cac yéu cAu: cép moi, gia han, thay thé, thu
hoi, nhan thong tin vé& chimg chi s6, tim kiém
chung chi so, giri ching chi s6 cho khach hang.

¢ Heé thong c6 thé hoat dong trén cdc moi
truong thong dung (UNIX, Windows, OS/2...),
va c6 giao tiép dd hoa (GUI).

¢ HE théng phai mé rong thém dugc cac
chirc nang mai, hay két ndi duge voi hé théng
khéc.

1.2.2. Cdc thanh phdn cua Hé thé'ng cung
cdp va quan ly chimg chi s6

¢ BO phéan cung cép va quéan ly chirng chi
s6 (Certification Authority: CA).

¢ B0 phin xdc thyc khdch hang xin cip
chimg chi sb (Registration Authority: RA).

RA duyét yéu cau xin cép chung chi s6. Sau
d6 giri yéu cau sang bo phan CA.

CA s& c6 nhiing ddp ung cu thé nhur: cép
méi, gia han, thay thé, thu hdi chimg chi s.

CA c6 quyén tao danh sich thu hdi (CRL),
tao chudi chimg thuc va quan tri nguoi diing

(phan quyén, tao moi, sua, xod).

2. Cong nghé SSL

2.1. Gioi thiéu cong nghé SSL (Secure Socket
Layer)

SSL cua Nestcape (1994) 1a cong nghé phé
bién bio dam an toan thong tin trén Internet.
SSL ¢6 thé bao vé thong tin bang mat ma, kiém
tra sy toan ven thong tin, chung thuec,...

SSL ¢6 d6 an toan cao va “trong sudt” dbi
voi tang Ung dung. Hién nay c6 khoang hon
300.000 dia chi Internet chéip nhén giao dich
dién tir, thi gdn nhu tat ca cic dia chi nay déu sir
dung SSL, ddng thoi hau hét cic webserver
dung trén Internet déu hd tro SSL.

Giao thirc SSL déng vai trd nhu mot ting
trong mé hinh TCP/IP m¢ rong. SSL. duoc dat
gifta tang tmg dung (Application Layer) va ting
giao van (Transport Layer). Cac giao thic Ung
dung (Application Protocols) dung SSL thudng
duge viét thém hau t6 "-s:" (vi du: https,
ftps,...).

SSL diing hé mé hod khod di ximg dé ma
hoa dir liéu trudc khi truyén tin. Dé thoa thuan
khos dbi xing giita hai bén truyén tin, SSL phai
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thyc hién qua trinh “bit tay”. Cé thé chia hoat
dong cia giao thirc SSL thanh hai tang:

¢ Té‘mg 1: SSL Handshake Protocol va cac
giao thitc con SSL khdc (SSL subprotocols),
cho phép Client va Server xdc thuc l1an nhau,
thoa thuan hé ma hoa va khoa bi mat truéc khi
giao dich.

. Téng 2: SSL Record Protocol (RP) dugc
dat trén cdc tang truyén thong tin ciy (nhu
TCP). SSL RP duoc diung dé déng géi céc giao
thirc & ting cao hon (g6i dit liéu trudc khi
truyén di). Trudc khi ma hod dé truyén di, géi
tin ¢6 thé duoc nén dé tiét kiém bang thong
dudng truyén.

Mt 56 khi néng ciia SSL:

¢ SSL Ia giao thirc cho phép thiét 1ap kénh
truyén tin an toan, tin ciy, c6 xdc thyc.

¢ SSL sir dung chimg chi sb hodc giao thirc
thoa thuin khod bi mat chung.

¢ SSL sir dung céc hé ma hod ddi xtimg dé
dam bao yéu cau vé téc d. Thong tin trudc khi
truyén di dugc nén nhim tiét kiém tai nguyén
dudng truyén.

¢ SSL duoc thiét ké doc 1ap véi cac chuong
trinh Gng dung. N6i cich khéc, SSL dugc dung
dé thiét 1ap kénh truyén tin an toan va “trong
sudt” ddi véi cdc tmg dung trén né. Vi du
trong khi truyén tin giita client va server, dir
liéu dugc md hod, nhung nguoi ding cudi
khong c¢6 cdm nhén vé su chuyén dang dir li€u.
Do “tinh trong suét” nay, ma gan nhu moi giao
thirc hoat dong trén TCP c6 thé chay dugc trén
SSL chi véi mot chiit sira ddi.

¢ SSL c6 kha nang tdn dung trang thai
phién da thiét 1ap, dé tao kénh truyén méi dugc
nhanh chéng, giam thoi gian “bit tay”.

¢ SSL thich hop cho cdc tmg dung viét
b@“mg ngoén nglt C va C++.

2.2. Tgo lgp két néi (bcing Handshake Protocol)

2.2.1. Giao thirc “badt tay” (Handshake
Protocol)

SSL Handshake Protocol ¢é nhiém vu tao
két ndi giita Client va Server. N6 thiét 1ap cic
thong s ciia mot phién 1am viéc SSL. Cu thé:

¢ Client gui thong diép Client_hello téi
Server, ndi dung gém c6: ching chi s6 cua
Client, hé ma hoa, ham bam, thuit toan nén,
chudi byte ngiu nhién cta Client ding dé tao
khod chung, thoi gian giii thong diép. Tét ca
duoc sip xép theo thir ty vu tién s dung cia
Client.

¢ Server gui thong di¢p Server_hello téi
Client, ndi dung gdm c6: chimg chi s cua
Server, hé ma hod, thuat todn nén, dinh danh
phién lam viéc, chudi byte ngiu nhién cia
Server ding dé tao khod chung, thoi gian giri
thong diép.

Néu mét bén nao d6 thiéu ching chi sb
hodc khod cong khai trong ching chi s6 chi ¢6
chirc ning kiém tra chir ky, thi giri thong diép
yéu clu chung chi s§ cta bén kia. Mdi bén s&
gui cho dbi tic chimg chi sé hay thong diép
canh bdo néu bén kia yéu cau.

¢ Server thuc hién cac viéc sau:

Gui thong diép Server_key_exchange dé
trao d6i khoi véi Client. Gui thong diép
Sever_done dé bdo réng Server két thic phé‘ln
trao doi kho.

¢ Client thyc hién cac viéc sau:

- Gui thong diép Client_key_exchange dé
trao ddi khod voi Server. Client can tao khod
mat chung voi Server, thi phai dung thong tin
trong Server_key_exchange.

- Pong goi thong tin tao khod chung vao
Client_key_exchange va gui cho Server.

- Gui thong diép finished, théng bio két
thiic bét tay.

- Server va Client gui Change_cipher_spec
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dé bdo tin cho bén kia biét cic g6i tin sau nay s&
dugc bao vé (ma hod) bang ciac khod chung da
thoa thuan.

2.2.2. Trang thdi phién va giao thirc “bdt
tay lai” (Rehandshake)

Khi Client va Server “bét tay” xong, thi mot
phién 1am viéc méi dugc thiét 1ap, kénh truyén
bao mat dugc tao thanh, té‘mg SSL Record
protocol di vao hoat dong. Hay xem k¥ thuat
luu trit thong s6 phién lam viéc, va cich “bat
tay lai” (Rehandshake) d¢ tao phién lam viéc
mai.

a) Trang thdi phién

Dé qud trinh “bat tay” méi thyc hién nhanh
chéng, ngay sau lan “bit tay” diu tién, SSL
thiet 18p va luu trli trang thdi cua phién hoat
dong (Session state) va trang thai Kkét ndi, dé c6
the dung lai t6i da cic thong s6 da thiét 1ap.

Théng tin vé trang thdi phién lam viéc:

- Session identifier: chudi cdc byte do Server
tao ra, d€ dinh danh duy nhat phién lam viéc.

- Peer certificate: chimg chi sb dbi tic
truyén tin.

- Compression method: Phuong phdp nén
dii liu trudc khi ma hod va truyén di.

- Cipher spec: hé ma hod va ham bam quy
uodc dung gitta Client va Server.

- Master secret: 48 byte thong tin mat dung
chung gitia Client va Server.

- Is resumable: c& trang thdi, cho thiét 1ap
hay khong phién lam viéc mdi tu phién hién
thoi.

Théng tin vé trang thdi két néi:

- Server and Client random: cic chudi byte
ngau nhién trong Client_hello va Server hello.

- Server write MAC secret: chudi byte bi
mat dung dé tinh MAC cua thong diép gui di.

- Server write key: khod dé ma hod dit liéu
trudc khi truyén cua Server.

- Client write key: khod dé ma hod dit liéu
trudc khi truyén cua Client.

- Initialization vector: vector khoi tao dung
trong thudt todn ma hod khoi.

- Sequence number: mdi bén truyén tin c6
mot s6, dé dém sb thong diép truyén va nhan
tin.

b) Giao thirc Rehandshake

Khi Client va Server can khoi tao lai phién
lam viéc trudc d6, hoac nhan d6i phién lam viéc
hién tai (thay vi phai tao phién lam viéc moi),
giao thirc Rehandshake thyc hién nhu sau:

- Client gui thong di¢p Client_hello cua
phién lam viéc trudc d6. Server tim Session
identifier twong ung (trong kho luu trir).

- Néu tim duoc Session identifier, thi Server
gii  cho Client: Server_hello véi Session
identifier.

Viao thoi diém ndy, Client va Server phai
gt cho nhau thong diép Change_cipher_spec.

Truc tiép xir 1y thong diép finished, trang
thdi phién va trang théi lién két tuong mg véi
session identifier d6 s€ dugc st dung lai. Viéc
khoi tao lai duoc thuc hién xong va dir liéu tai
téng ung dung cé thé tiép tuc duoc trao ddi.

- Néu khéng tim dugc Session identifier,
Server tao ra Session identifier mdi. Server va
Client thyc hién lai déy du viéc “bat tay” tu
dau.

Sau khi trang thdi phién va trang thdi lién
Kkét duoc thiét lap, dit liéu duoc déng goi, nén,
ma hod va truyén di qua SSL Record protocol.
Cong viéc dugc chia 3 giai doan:

- SSL Plaintext: dir liéu dugc phan thanh
céc khdi c6 kich thirc nho hon 2'* va thém cic
thong tin nhu loai d& liéu goi di:
change_cipher_spec, alert, handshake,
application data. Cac dir liéu diéu khién duoc
vu tién gui di trudc dit li€u Gng dung
(application data).
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- SSL Compressed: di liéu s& dugc nén,
theo phuong phdp quy udc trong trang thai két
nbi.

- SSL Ciphertext: Tinh MAC thém vao géi
tin, ma hod toan b géi tin déng gbi, gui di.

2.3. Dong goi va truyén dir liéu (bcing Record
Protocol)

Giao thirc “ban ghi” (Record Protocol-RP)
ding dé déng géi dir lidu trude khi truyén di:
nén du liéu dé tiét kiém bang thong va thoi gian
truyen tin, ma hod gai tin nén dé bao mat.

Cu thé giao thitc RP thyc hién cac cong
viéc:

- Phian manh (Fragmentation): Thong diép
tang trén duoc phan nho thanh cdc géi < 2"
byte.

- Nén tin (Compresion): Nén tung goi tin
trén, nhan dugc gdi tin nén < 1024 byte.

- M3 hod tin nén (Encrypt): Ma hod ting
g6i tin nén trén, dé bao mat dit liéu.

- Tinh ma xdc thyc (MAC - Message
Authentication Code): Tinh MAC ting géi tin
nén trén, dé bao toan dit liéu.

3. Cong nghé IAIK

3.1. Gidi thiéu cong nghé IAIK

Gidng nhu  SSL, cong nghé IAIK
(Institute for Applied Information Processing
and Commumcatlon) cling dung aé xay dung he
thong cung cap va quan ly chung chi s0.
Nhung SSL thi thich hop cho céc tmg dung viét
bang ngdn ngit C va C ++, trong khi TAIK lai
thich hop cho cdc tmg dung viét bing ngon ngir
Java [4].

Trong thir nghiém ching t6i st dung TAIK-
JCE, ¢ day JCE (The Java Cryptography
Extension) 1la ké thira tr JCA (Java
Cryptography Architecture-Kién triic vé mat ma
cua Java).

M@t sé dic diém ciia IAIK- JCE:

- TAIK-JCE gdém 3 g6i chinh:

package javax.crypto, package javax.crypto.spec,
package javax.crypto.interfaces.

- [AIK-JCE m¢ rdng cdc cong cu an ninh,
nhung van tuin theo cic chuén vé kién tric cia
JCA.

- TAIK-JCE hd trg hau hét cdc cAu tric co
ban trong ASN.1 (Abstract Syntax Notation
One):

BOOLEAN, INTEGER, BITSTRING,
OCTETSTRING, NULL, OBJECTIDENTIFIER,
ENUMERATED, SEQUENCE, SET,
SEQUENCE OF, SET OF, UTCTime,
GeneralizedTime, hdu hét cic kiéu String.

3.2. Cong nghé IAIK hé tro cdc chudn mdt ma

+ IAIK 1a mdt tién ich bao mat (Crypto
Toolkit)

(dugc viét bang ngdn ngir Java):

+ Cung cip mot tap cdc API (Application
Programming Interface) cho 1ap trinh Crypto.

+ HO tro cdc linh vuc: Ha téng mat ma
khoa cong khai (Public Key Infrastructure),

cdc loai an toan: Communication, Messaging,
XML, Mobile.

IAIK-JCE hd tro cic chuin PKCS:
(Public-Key Cryptography Standards):

+PKCS#1: RSA Encryption Standard
(Chu4n ma hod RSA).

+PKCS#3: Diffie Hellman Key Agreement
Standard (Chuén thod thuan khod).



68 T.N. Tién va nnk. / Tap chi Khoa hoc DPHQGHN, Khoa hoc Tw Nhién va Cong nghé 24 (2008) 63-69

+PKCS#5: Password-Based Encryprion
Standard

+PKCS#7:
SyntaxStandard

+PKCS#8: Private-Key Information Syntax
Standard

+PKCS#9: Selected Attribute Types

+PKCS#10: Certification Request Syntax
Standard

+PKCS#12: Personal Information Exchange
Syntax Standard

Cryptographic Message

H{ tro cdc kiéu sinh sé ngdu nhién theo
chuin ANSI X9.17, FIPS PUB 186-2.

IAIK hd tro cic chudn vé chung chi s6
(CCS):

+ Phan chia thanh JCA certificate / crl APL

+ K& thira tr JCA certificate/crl API, tao
méi ching chi s6.

+ Hb trg X.509 public key certificate
(chting chi khod cong khai).

+ HO tro X.509 certificate revocation list
(CRLs-Danh sach chirng chi sb bi thu hoi).

+ Hb trg X.509 qualified certificate, X.509
attribute certificate.

+ Cai dat X.509 certificate va crl extension,
private Netscape cert extenion.

+ Cai dat qualified, attribute, and OCSP
certificate extension.

+ Cai dat OCSP (Online certificate status
protocol).

+ Giao thic kiém tra trang thdi CCS truc
tuyén.

+ HO tro Client va Server: tao, ky, phan
tich, kiém tra cic OCSP request va OCSP
response.

+ Cai dat cic OCSP Client va Server m&
rong.

+ Hb trg OCSP thong qua giao thirc HTTP,
gdm céc tién ich dé tao cic OCSP response tir

cdc CRL va cdc OCSP response chung thuc
chung chi.

4. Két qua thir nghi¢m vmg dung

Luét giao dich dién tr & Viét Nam c6 hiéu
Iyc tr 3/2006, trude d6 2 nam ching toi da thir
nghiém xay dung hé théng cung cép va quan ly
ching chi s6, nham d6n cho co hoi sir dung.

Hé théng da dugc dung that trong hé thng
thanh todn tién luong tai mot cong ty va mot
ngan hang, dugc dung trong hé théng chuyén
khoan truc tuyén tai mot ngdn hang khic. b6
cling 1a mdt phé‘m két qua cua dé tai nghién ctu
khoa hoc - cong nghé tai S& Khoa hoc- Cong ngh¢
Ha Noi.

Chiing t6i da nghién ctu wu nhugc diém
clia timg cong nghé, cu thé:

IAIK ¢6 nhugc diém 1a: do viét bang Java,
nén cic chuong trinh ma héa va giai ma la
cham.

Nhung né lai c6 tit ca cdc wu diém cua
ngdn ngit Java. D6i véi viéc phat trién cic (mg
dung lién quan dén bio mat bing ngdn ngir
Java, thi JAIK 12 lya chon hang diu.

SSL ¢6 nhugc diém trong truyén thong la
tde dd cham hon so vai TAIK. Nhung né lai
thich hop cho céc tng dung viét béng CvaC++.

Hién nay trong mot s6 ung dung bao mat
truyén tin tai nudc ta, ngudi ta ding mot trong
hai cong nghé: SSL hay IAIK, nhung chiing
t6i ding ca hai dé xay dung hé théng cung cép
va quan ly chung chi s6, vi thé da tan dung
dugc mit manh cia ca hai. Cu thé 1a:

+ Su dung [AIK trong viéc tao ching chi s6
va céc chuong trinh ma hoa.

+ St dung cong ngh¢ SSL trong viéc bao
mat WebServer va xdc thuc nguoi dung.



T.N. Tién va nnk. / Tap chi Khoa hoc DPHQGHN, Khoa hoc Tw Nhién va Cong nghé 24 (2008) 63-69 69

Tai liéu tham khio [2] IBM - Deploying a Public Key Infrastructure,
) 2000.
[1] John Wiley — PKI Security Solutions for the [3] NIST - Introduction to the Federal PKI
Enterprise, 2003. Infrastructure, 2001.

[4] TTTP://JCEIAIK.TUGRAZ.AT.

An experiment of building a system providing and
administrating digital certificates

Trinh Nhat Tien', Truong Thi Thu Hien', Vu Van Trieu?, Dao Ngoc Phong’

! Faculty of Information Technology, College of Technology, VNU, 144 Xuan Thuy, Hanoi, Vietnam.
2 Value Added Service Center, 4 Lang Ha, Hanoi, Vietnam

? Hanoi Department of Information and Telecomunication, 185 Giang Vo, Hanoi, Vietnam

The increasing demand of communicating via Internet has resulted in the imperative need for
information security on the Internet. For instance, two people of long distance cannot see each other or
hear other’s voice, yet, can exchange information via Internet publicly (negotiating, signing contract,
taking oral test, etc) feeling self-assured that they are working with their true partners and the third
person can hardly know what they are doing.

One of the methods to solve the above problem is building Public Key Infrastructure, including the
System providing and administrating digital certificates. The report demonstrates the experiment of
building the above system, involving the use of SSL and IAIK technology. The system has been
applied in several offices and recognized to be effective.



