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Ho chiéu dién tir va mo6 hinh dé xuat tai Viét Nam

Du Phuong Hanh*, Truong Thi Thu Hién, Nguyén Ngoc Hod

Khoa Céng nghé Théng tin, Truong Pai hoc Cong nghé, Pai hoc Quéc gia Ha Nji
144 Xudn Thuy, Ha Noi, Viét Nam

Nhan ngay 25 thdng 12 ndm 2007

Tém tit. Ho chiéu dién tr da va dang duoc sir dung phd bién tai nhidu nude trén thé gioi. Bai bio
nay dé cap dén thuc trang hién nay cua viéc timg dung Kkét qua cua nganh xdc thuc dua trén cic dac
trung sinh trac trong van dé kiém sodt nguoi mang ho chiéu thong qua ho chiéu dién tir. M6 hinh
d& xuét cia hd chiéu dién tir & Viét Nam s& dua trén ba dic tring sinh trdc : anh mit nguoi, anh
méng mét va anh vén tay. V&i viéc st dung md hinh xdc thuc hai chiéu dua trén hé mat duong
cong Elliptic, md hinh d& xuat dam bao chéng dugc nhiing nguy co de doa ddi véi ho chiéu dién

tur.

Tir khod: RFID, xéc thuc hai chidu, x4c thuc sinh tric hoc, mé hinh ho chiéu dién ti.

1. Giéi thigu

Ho chiéu dién tir (e-passport), hay con goi
12 ho chiéu sinh tric hoc (biometric passport)
[1,2] 1a mot gidy cin cude cung cép théng tin
theo thoi ky (khoang 10 nadm theo mdt s6 nudc
phat trién ho chiéu quy dinh) vé mot ngudi, sir
dung cic nhan t6 sinh tric hoc dé xdc thuc
quyén cong din cta ngudi di lai gitra cic qubc
gia. Thong tin chu chdt cia ho chiéu luu trix
trong mot thé thong minh dic biét khong can
tiép xic (duoc goi 1a Contactless SmartCard -
CSC), va dit liéu duoc truyén tai gitra may doc
va ho chiéu thong qua cong nghé RFID (Radio
Frequency Identlﬁcatlon) [3.4]. Thé thong minh
khong can tlep xuc nay dugc nhing vao bén
trong than ho chiéu, va toan bo dir liéu sinh tric
hoc bén trong né s€ dugc ma hod, dugc dam
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Hinh 1. Mot vi du vé ho chiéu dién tur [5).
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Cic yéu td sinh tric hoc thudng dugc sir
dung hién nay trong céc hé thdng xéc thyc sinh
trdc hoc 12 van tay, khuébn mat, mang méng
mit, vOong mac mét...[6]. Dé luu trit dir lidu
sinh tric trén thé nhd CSC, né duge trang bi
mét bo nhé dung lugng nho theo kiéu
EEPROM (b6 nhé luu trir chi doc ¢cé thé lap
trinh lai), va ong dung cong nghé¢ RFID véi
chuin ISO-14443 dé thyc hién viéc truyén dix
liéu.

Dé ¢6 thé xdc dinh 15 nhiing vu/nhugc diém
cua viéc st dung ho chiéu dién tw, viée nghién
ctru tim hiéu sau vé mo hinh cling nhu t6 chirc
cua cac hé théng hd tro ho chiéu dién tur 1a rat
quan trong. Véi ti€u chi d6, trong bai bdo nay,
chiing t6i huéng dén viéc phén tich, danh gid
mot s6 mod hinh ho chiéu dién tir da duoc trién
khai & mot s6 nudc phét trién trén thé gidi. Tir
d6, d& xuit md hinh ho chiéu theo ngir canh &
Viét Nam.

Phan cdn lai cta bai bdo nay dugc td chuc
nhu sau : phan 2 giéi thiéu md hinh ho chiéu
dién tir ciia mot sé nuge trén thé gidi. Phan 3 d&
cap dén nhu ciu va thuc trang véan dé ho chiéu
dién tir tai Viét Nam dé tir d6 dé xuat mo hinh
ho chiéu dién tir cho cong dan Viét Nam & phé‘m
4. Phén két luan s& tém luoc lai nhitng ndi dung
chinh cta bai bdo nay.

2. Cac kiéu ho chiéu dién tir

Dé ¢6 cdi nhin thyc trang cling nhu sy can
thiét ciia ho chiéu dién tir, phan nay s& d& cap
dén mot s6 mo hinh ho chiéu dang dwoc nghién
ctru tim hiéu ciing nhu vira trién khai tai mét s6
nudc trén thé gioi.

2.1. Hé chiéu dién tir & Chau Au

Ho chiéu dién tir & Chau Au duge Uy ban
thuong vu cua Cong déng chung EC rat quan

tAm v6i dinh hudng trién khai sir dung rong rai
tai cac nudc thanh vién. Viéc st dung ho chiéu
dién tr cling da dugc phat trién tai nhiéu nudc &
chau Au nhu Dirc, Anh, Phip.

Nhin chung, hd chiéu dién tur da va s& duoc
st dung, nhu tai cac nudc Chau Au déu st dung
chudn do ICAO (International Civil Aviation
Organization) dé xuét [7]. Céc dac trung sinh
tric dugc chu trong ¢ day déu dya trén anh mat
ngudi va van tay cta cong dan két hop luu giit
cung nhiing thong tin c4 nhan cua ho trén mat
thé RFID [8,9].

2.2. H§ chiéu dién tir 6 My

Viéc trién khai st dung ho chiéu dién tir &
My tuong d6i chdm hon so véi mét sé nudce
khac nhu Singapore hay Duc, Phdp. Tuy nhién,
My lai la nudc dau tién khoi xuong chuong
trinh Visa Waiver Program (VWP) vé6i 27" nude
thanh vién tham gia voi y tuong chinh : tit ca
nhiing cong dan cua nhiing nudc tham gia
chuong trinh nay sé hitu ho chiéu dién tir s&
dugc nhdp canh vao 26 nudc khic ma khong
can phai xin thi thuc. Ké tir thang 8/2007, My
chi con cip ho chiéu dién tir cho cong dan thay
vi nhing kiéu ho chiéu truyén théng trugc day.

Theo chuin ho chiéu dién tr cua My, céc
thong tin cd nhan va anh mat nguoi cua cong
dan s€ dugc luu trong mot thé RFID. Cac di
liéu sinh tric va cd nhan trong chip RFID nay
s& duge td chirc va cai dat bén trong trang bia
cudi cua ho chibu.

* 27 nuée nay gé)m : Andorra, Australia, Austria, Belgium,
Brunei, Denmark, Finland, France, Germany, Iceland,
Ireland, Italy, Japan, Liechtenstein, Luxembourg, Monaco,
the Netherlands, New Zealand, Norway, Portugal, San
Marino, Singapore, Slovenia, Spain, Sweden, Switzerland
va United Kingdom.
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Hinh 2. H) chiéu dién tir ctia M.

Viéc xdc thyc mot ho chiéu dién tu, theo
chuén ICAO, van phai dua trén sy két hop ca
kiém sodt vién va hé théng xac thuc ty dong
thong qua viéc so khép anh mat nguoi. Di
nhién, qua trinh so khép anh mat nguoi dya trén
anh chuyp tu dong khi xdc thyc cong dan va dit
lidu sinh tric da duoc luu trong chip RFID.

3. Thyec trang va nhu ciu tai Viét Nam

Trén thé gidi c6 mot s6 nudc da trién khai
hé théng ho chiéu dién tir cho diéu khién xuét
nhap canh nhu da néi ¢ phan trén. Pién hinh
van 1a cdc nudc tham gia chuong trinh VWP
cua M¥ Nham muc dich chéng gia mao ho
chiéu, thuan tién va nang cao d¢ chinh xac.

O Viét Nam diéu d6 cang can thiét trong
con dudng hoi nhap va phat trién, nhit 1a khi da
tham gia t6 chic thwong mai qudc t& WTO.
Vén d& kiém sodt hiéu qua viéc Xudt nhap canh
ctia cong dan, khong nhitng dbi véi ngudi Viét
Nam ma cdn ca ddi véi cong dian ngoai nude
dang trd nén thoi sy. S6m mudn gi ching ta
cling phai ¢6 chwong trinh xdy dyung va trién
khai ho chiéu dién tir && phit hop vdi cic nhu
cau phét trién ctia xa hoi, ting tinh an toan/an
ninh cling nhu chéng gia mao ho chiéu/thi thuc.

Vi nhirng nhu cau d6, chuong trinh nghién
clu, xay dung va trién khai ho chiéu dién t &
Viét Nam 12 mot bai todn cin c¢6 sy ddu tu
nghién clru va tung budc xay dung. Ching toi
nghi ring voi sy dau tu thich dang, chiing ta ¢6
du kha ning dé xdy dung va phat trién hoan
thién hé¢ thong ho chiéu dién tir tai Viét Nam,
trudc tién 12 & céc sin bay sau d6 12 phat trién &
céc cira khau va hai cang. Hon nita, linh vuc
sinh tric hoc da va dang duogc c6 nhiéu thanh
twu khoa hoc trén thé gii, tir d6 chiing ta c6 thé
tiép thu cong nghé, trinh d6 va kinh nghiém
trién khai, ung dung cho hé théng ho chiéu dién
tir & Viét Nam.

4. M6 hinh dé xuét

Viéc xdy dung mot md hinh day da cho hé
thong kiém sodt ngudi mang hg chiéu dién tir
rat phuc tap va can ¢6 su dAu tu & mic vi mo.
Trong bai bdo nay, chiing toi chii yéu hudng
dén viéc @& xuit mod hinh td chirc nhiing dit liéu
sinh tric quan trong trong ho chiéu dién tir va
quy trinh kiém sodt ngudi mang ho chiéu dién
tir. Nhitng vén dé khac nhu xdy dyng quy trinh
xdc thyc, hé thong co s& khéa cong khai, .. s&
dugc nghién cuu va bdo cdo trong nhiing bai
béo sép toi.

Dinh huéng chung cia md hinh chiing t6i
dé xuat luén bam sat mod hinh chuén cua td chirc
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ICAO dé ra. Dya trén nhitng két qua nghién
ctru tir [10,11] v& van d& an toan bao mat thong
tin trong ho chiéu dién ttr, viéce két hop hé thong
PKI trong [12,13] va k¥ thuat xdc thyc hai
chidu chiing t6i dé& xuit trong [14] cho phép
khing dinh tiém ning bao dam an toan/an ninh
ctia md hinh chiing t6i d& xuét & day.

4.1. Thong tin luu trir

Ngoai nhiing thdong tin cd nhan lién quan
dén cong dan nhu ho chiéu truyén thong, ho
chiéu dién tir theo md hinh dé xuét con c6 thém
hai dir liéu sinh trc hoc khéc: anh hai van tay
ngén tré va anh mong miét. Tat ca nhitng dir
lidu sinh tric nay phai dugc gbi gon trong mot
thé nhé thong minh khong cin tiép xdc (chuén
ISO 14443B) ¢6 dung luong tdi thiéu 1a 128KB.
Vi tri ciia thé nhé thong minh khong can tiép
xiic cAn phai dugc phu kin trong trang bia sau
ctia ho chiéu.

4.2. T6 chire dit liéu

Theo md hinh dé xuat, ho chiéu di¢n tir s&
dugc td chirc va cai dat theo cic dic ta cua
ICAO [15]. Céu tric dit liéu logic s& tuan theo
tai ligu dic ta ctia to chirc ICAO s6 9303 [16].

Dé dam bao dit liéu luu trong thé nhd duoc
xt 1y mét cdch hiéu qua, mot 56 yéu cau sau
phai dugc dam bao trong qud trinh thu nhap dit
liéu:

e Kich thudc cuia anh mat nguoi sau
khi nén theo chuan JPEG2000 phai
dam bao bé hon 20KB,

e Kich thudc dic trung hai anh mong
mét phai dam bao bé hon 60KB.

e Kich thudc hai anh van tay ngén trd
phai bé hon 20KB.

4.3. Quy trinh xir kiém sodt hé chiéu dién tir

Cong dan mang ho chiéu dién tir s& duoc
nhin vién kiém sodt cira khiu xudt/nhdp canh
tién hanh thuc hién viéc kiém tra ho chiéu tuan
theo quy trinh minh hoa ¢ hinh duéi day:

B1. Méy doc ho chiéu dién tir trude tién s&
kiém tra su ton tai cia chip RFID (thé
nhé thong minh khong can tiép xic),
néu khong c6, ho chiéu nay s& dwoc coi
nhu ho chiéu truyén thong va quy trinh
kiém tra s& tuan thu ding quy trinh
truyén thong. Néu ¢, chuyén sang B2.

B2. Hé théng kiém tra s& tién hanh doc dit
liéu trong thé nhé khong can tiép xiic
ciia hd chiéu dién tor va kiém tra tinh
hop 1€ cua nhiing dir liéu d6 thdong qua
céc chir ky s6 (chéng han nhu Country
Signing Certification Authority
(CSCA), Document Signer (DS), ...).
Song song vé6i budc nay, kiém sodt vién
ciing phai két hop tién hanh kiém tra an
ninh cta ho chiéu dién tu (Vé mat truc
quan nhu quy trinh truyen thong) Néu
ca qud trinh kiém tra nay déu c6 két qua
hop 1€, hé thong s€ chuyen sang budc
B3. Néu khong, nguoi mang ho chiéu
nay s& phai dugc kiém sodt k¥ ludng
hon bing nhing bién phdp nghiép vu
riéng dbi v6i ngudi mang ho chiéu
khong hop 1¢.

B3. H¢ thong tién hanh so khép nhung dix
liéu luu trong thé nhd khong can t1ep
xdc va nhiing dir li€u trong ving MRZ
O trang chua thdng tin cd nhan. Néu két
qua khong khép, ngudi mang ho chiéu
nay ciing phai dugc kiém soét riéng dbi
voi trudng hop ho chiéu khong hop 1€,
Néu trung khép, hé thong chuyén sang
budc B4.
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O budc nay, hé thdng tién hay so khép
nhitng dic trung sinh tric hoc da luu
trong thé nhé khong can tiép xic va
nhitng dic trung thu trich tryc tip tir
ngudi mang ho chiéu. Qué trinh nay 1a
so khop 1-1 véi nhimg dic trung cu thé
12 4nh hai van tay, anh mat nguoi va
anh méng mat. Néu két qua so khép
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Hinh 3. Quy trinh kiém soét h¢ chiéu dién tir d& xuét.

4.4. Bao mdt trong ho chiéu dién tir

Vin d& bao mat thong tin luu trong thé nhd
khong can ti€p xtic ctia hd chiéu dién tu chu yéu

lién quan dén nhimg nguy co chinh cia cong
ngh¢ RFID. Theo [17], ¢c6 5 nguy co mét an
toan/bao mat thong tin ddi véi cong nghé RFID
nhu sau:
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- Clandestine Tracking: nguy co nay lién
quan dén dinh danh cua mot thé RFID. Viéc
xac dinh dugc ID cua mot thé nhd khong can
tiép xiic ¢6 thé cho phép nhitng nghe 1én xéc
dinh duoc ngudn gbc cua ho chiéu dién ti,
ching han nhu qudc tich ciia ngudi mang ho
chiéu.

- Skimming and Cloning: nguy co nay lién
quan dén kha ning nhin ban cua chip RFID. Tir
d6, nguy co nhan ban ho chiéu dién tir 12 mot
trong nhitng nguy co quan trong can phai duogc
can nhéc trong qué trinh phét hanh va str dung.

- Eavesdropping: nguy co nghe 1én phuc
tap ludn dugc coi 1a nguy co ¢6 tinh nguy hiém
nhét trong an toan, bao mat hd chiéu dién tu.
Nguy co dién ra trong qué trinh doc dit lidu tir
thé nhd khong can tiép xic dén may doc. Ly do
chu yéu Xuét phét tir kha nang nhiing thong tin
duoc truyén bang cong nghé RFID giita chip-
reader ¢6 thé bi nghe 1én trong mot khoang cach
nhét dinh (khoang vai mét). Tuy nhién, trong
trudng hop dbi voi nhimg cira khau xuit/nhap
canh, viéc kiém sodt nguy co nay lai c¢6 thé thuc
hién ot véi viée kiém tra tu dong nhiing thiét bi
doc thé RFID khéc.

- Biometric Data-Leakage: nguy co 10 dir
lidu sinh tric. Nguy co nay lién quan mat thiét
dén van dé& dam bao an toan d6i véi nhirng dix
liéu sinh tric néi riéng va nhitng dir liéu duoc
luu trong chip néi chung cua cdc thé nhé khong
can tiép xic.

- Cryptographic Weaknesses: nguy co nay
lién quan dén md hinh dam bao an toan, bao
mat thdng tin luu trong chip RFID. Viéc st
dung cac ky thuat dam bao an toan bao mat dir
liéu phai dam bao giai quyét dugc nhitng van dé
dit ra lién quan dén 4 nguy co néu trén.

Co ché bao mat thong tin trong [13] dugc
khuyén cdo sir dung do dai cic khéa nhu sau
véi giao thitrc BAC (Basic Access Control):

- RSA:
o Country Signing CA Keys:
modulus n 3072 bits
o Document Signer Keys:
modulus n 2048 bits

o Active Authentication Keys:
modulus n 1024 bits
- DSA - Digital Signature Algorithms:
o Country Signing CA Keys:
modulus p 3072 bits, modulus
q 256 bits
o Document Signer Keys:
modulus p 2048 bits, modulus
q 224 bits
o Active Authentication Keys:
modulus p 1024 bits, modulus
q 160 bits
- ECDSA - Elliptic Curve DSA:
o Country Signing CA Keys:
base point order 256 bits
o Document Signer Keys: base
point order 224 bits
o Active Authentication Keys:
base point order 160 bits
V6i md hinh xdc thyc hai chiéu giita thé
nhé khong can tiép xiic va may doc dua trén bai
toan ECDLP (Elliptic curve discrete logarithm
problem) cua hé mat dua trén duong cong
Elliptic, két hop voi co sé ha ting khéa cong
khai da duoc néu trong [14], van dé an toan bao
mat di li¢u trong hd chiéu dién tor dugc dam
bao dé giai quyét chéng lai nim nguy co néu
trén.

5. Két luan

Bai bio nay dé cap chi yéu dén mot s6 khai
niém co ban cta ho chiéu dién tir vd md hinh dé
Xuét viéc st dung hd chiéu dién tr & Viét Nam.
Tu nhitng phan tich vé tiém nang tng dung clia
nganh xac thyc dya trén cac dac trung sinh tréc,
nhitng tim hiéu vé mo hinh h¢ chiéu dién tir da
duoc nhiéu nudce trén thé gidi 4p dung, md hinh
dé xuit da dép ung duogc nhitng yéu ciu ca vé
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bao dam an toan/an ninh cho hd chiéu dién tir
lan qua trinh kiém sodt nguoi mang hd chiéu.

Loi cdm on: Cong trinh nay duoc tai trg mot

phdn nr dé tai mang ma 56 QC.06.03, va mot
phan tir dé tai mang ma sé6 QC.07.11, Pai hoc
Quéc gia Ha Néi.
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Proposal for e-passport in Viet Nam

Du Phuong Hanh, Truong Thi Thu Hien, Nguyen Ngoc Hoa

Department of Information Technology, College of Technology, VNU
144 Xudn Thuy, Hanoi, Vietnam

This paper investigates both of the techniques and the implementation of e-passport in order to
figure out a model of e-passport in Vietnam. Based on the ICAO standard, by combining three
biometric features: a face, two iris and two fingerprints, our proposal model profits the best of the
technological evoluation. Moreover, by using the model « Mutual Authentication of RFID Tag-Reader
using Elliptic Curve Cryptography », our model will protect all threats related an e-passport and brings
it more safety/security.



