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Tom tat: Gigi thiéu tong quan vé cdng nghé khong day, céng nghé trai pho,
chuan IEEE 802.11 cho mang khéng day, md hinh hoat dong mang khéng
day va mot sb thanh phan ky thuat khac. Néu 1én cac yéu diém ciia mang
khong day va cac phuong thirc tin cdng mang. Tir d6 dua ra cac giai phap
bao mat truyén thong, cac giai phap bao mat co ban ciing nhu chuan bao mat
WPAZ2 cho mang khéng day
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CHUONG 1 - TONG QUAN VE MANG KHONG DAY
1 — Giéi thidu
2 — COng nghé trai phod
2.1 — Cong nghé trai pho tryuc tiép DSSS
2.2 — Cong nghé trai phd nhay tan sé6 FHSS
3 — Chuan IEEE 802.11 cho mang khong day
3.1- IEEE 802.11
3.2 - IEEE 802.11b
3.3- IEEE 802.11a
3.4 - IEEE 802.11g
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3.5-IEEE 802.11e
3.6 — Cac dac ta khac

4 — MO0 hinh hoat dong mang khong day
4.1 — Phuong thirc Ad Hoc
4.2 — Phuong thtrc tap dich vu co ban BSS

5 — Mot s6 thanh phan ky thuat khac
5.1 — Da truy cdp cam ung séng mang/ Tranh xung dot CSMA/CA
5.2 — Y&u cau va san sang giri RTS/CTS
5.3 — Phan manh

CHUONG 2 - CAC YEU PIEM CUA MANG KHONG DAY -
CAC PHUONG PHAP TAN CONG MANG

1 - Yéu diém cua su khong day

2 — Phuong thirc bao mat WEP — Wired Equivalent Privacy
2.1 — Cach méa hoa WEP
2.2 — Céch giai md WEP
2.3—-WEP RC4
2.4 — Phuong thue xac thuc WEP
2.5 — Viéc quan 1y khoa mé
2.6 — Piém yéu cia WEP

3 — Cac phuong thic tin cong mang khong day
3.1 — Téan cong WEP
3.2 — Téan cong SSID
3.3 — Ky thuat nghe 1én
3.4—Tan cong tu chdi dich vu DoS
3.5 - War driving
3.6 — Tan cong qua cong hau (back door)

12
12
12
13
14
16
16
17
17

18
18
19
19
21
22
23
26
27
28
29
33
35
38
39
40



CHUONG 3 - CAC GIAI PHAP BAO VE MANG KHONG DAY
1 — Céc giai phap truyén thong
1.1 — Cac chinh sach bao mat
1.2 — Tang cuong nhan thirc ctia nguoi dung
2 — C&c giai phap bao mat co ban
2.1 — May chu cung cép dich vu chimg thyc tir xa RADIUS
2.2 — Loc dia chi MAC
2.3 — Thiét 1ap SSID
2.4 — Lya chon ang ten
2.5 - Mang LAN éo
3 — Bdo mat truy cap khong day WPA
3.1 — Cac dac tinh cua TKIP va Michael
3.2 — Céac khod thoi gian TK
3.3 — Tién trinh ma hoé va giai ma WPA
4 — Chuén bao mat WPA2 (hay 802.11i)
4.1 — Khung tin 802.11i
4.2 — PBiém yéu ctia 802.11i
5 — Thiét 1ap co ché ching thyc nguoi ding
5.1 — Giao thirc chtng thyc c6 thé mé rong EAP
5.2 — Khung 802.1x
5.3 — Co ché ching thuc 802.1x
5.4 — Céac phuong thirc chung thuc EAP
6 — Bao mat mang khong day véi mang riéng ao
6.1 — Mang riéng a0 VPN 1am viéc nhu thé nao ?
6.2 — Quan 1y cong nghé VPN
6.3 — Céac giao thic cia VPN
7 — Hé thong nhan dang xam nhap mang khong day IDS
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7.1 — Nhan dang xam nhap
7.2 — Hé thong phat hién xam nhap khong day
7.3 — Kién trac IDS
7.4 — DO tim vi tri vat Iy
7.5 — Thuc day viéc thi hanh cac chinh sach
7.6 — Phét hién nguy hiém
7.7 — Cac han ché caa IDS khong day
7.8 — Két luan
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