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Tom tat: Hé mahod Elgamal c6 tinh chat ddng cau, nhd no c6 thé tinh duoc két qua trong cudc bo
phiéu “chon mét trong hai”, ma khéng can giai mé ting 14 phiéu. So db chia sé bi mat Shamir
phdi hop vaoi hé ma hod Elgamal con ¢6 tinh chét dic biét hon nita, nho n6 c6 thé chiala phiéu
thanh nhiéu manh, cir tri giri mdi manh cho mat thanh vién ban kiém phiéu, khi khép cac manh
phiéu lai s3 dwoc noi dung day du cua l& phiéu. Bai béo ndy trinh bay cac tinh chit trén va chi ra

{rng dung cua chdng trong bo phiéu tir xa.

1. Tinh chét déng ciu ciia hé ma héa Elgamal

1.1. Hé ma héa Elgamal

Chon sb nguyén t6 16n p sao cho bai toén
logarit roi rac trong Z, 1akho giai, glaphan ti
sinhtrong Z, . Chontap banrd P=2Z,, chon
tapbanma C ={(a, b)/a bl Z,}.

Chon khéa bi mat la al Z, , khda cong
khai la h=g*®.

Dé ma héa m, ta chon sb ngau nhién bi mat
k, banmala(x,y) = Ex(m)=(g*, h*m).

Tai liéu dugc gigi mala m=y/x?.

1.2. Khéi niém mé hod dong cau

Cho tap ban ré P tao thanh nhém vai phép

tinh A, tap ban ma C tao thanh nhom vai phép

tinh A.
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Ex (m) l[aham mahoabanrd m theo tham
sb ngau nhién bi mat k.

Hé ma hoa E duoc goi 1aco tinh chat

(A, A)- dong ciu, néu vai tham sb k=k;+ko,
thoa mén cong thirc dong cu:

Exi (M) A Eia(my) = Ex (M A my), trong
doé mq, My [a2 ban rﬁ, k]_, kz la2 tham so
ngau nhién bi mat.

1.3. Hé ma héa Elgamal ¢4 tinh chat dong cdu

a) Hé ma hoa Elgamal ¢ tinh chdt dong cau, vi
Vvoi k= k1+ kz s ta co:

B (my) = (g, ¢ M), Bie (M) = (g% h® my)
thoa mén cong thirc dong cau:

B (M)*Ee(My) = (g g%, W*h%my my)

- ( gkl+ k2 hk1+ k2

=(d*, hmy my) = Ex (M, my).

b) Truong hop chonthéng tinm= ¢', trong d6
v=0hogcv= 1

m my)

Bai vi:
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Eq (@)=, y)=(",h g, i=12
Do dé:

(X1, Y1) * (X2, Y2) = (XaXa, Y1Y2) =

(gk1+k2 hk1+k2 gv1+v2)_ [ l]

2. Ung dung h¢ ma hoa déng cu Elgamal
cho loai bé phiéu cd/ khéng

Bai to4an: Can lay y kién vé mot viéc ndo
d6, cir tri phai ghi vao la phiéu: dong y (1) hay
khéng dong y (0).

Noi dung la phiéu dugc ma hod va gui vé
Ban kiém phiéu. Van dé 1a Ban kiém phiéu tinh
két qud bé phiéu nhu thé nao, trong khi khdng
biét noi dung tung 14 phiéu ? (Vi ching d& duoc
mé hod).

Giai quyét:

Cho d hiéu, chiing téi trinh bay cach giai
quyét thdng qua mét vi du cy thé.

2.1. Cir tri ghi y kién vao & phiéu

Gia sir ¢ 4 cir tri tham gia bo phiéu 1a V1,
V2, V3, Va

L& phiéu tuong ung cua ho ghi: v; = 0
(khéng dong y), v» = 1 (déngy), va=1, v, =0.

Chon phan tir sinh g =3, hé ma hoé Elgamal
dugc sir dung ¢ day véi cac khoa nhu sau:
Khéa bi mat a= 2, khéa cong khai h=g? =
F=09.

Mai cir tri V;, chon khda ngau nhién bi mat
k d¢ ma héa 14 phiéu m cua minh thanh
(% ¥) = (g, h*m).

2.2. Cirtri mé hod |4 phiéu

V1 mé héa la phiéu caa minh nhu sau va gui
t6i Ban kiém phiéu:

V1 chon ngau nhién ky =5, mahdéa v;=0
thanh (x4, y1) = (3%, 9°* 3°) = (3°, 9°).

V, mé héa la phiéu caa minh nhu sau va gui
t6i Ban kiém phiéu:

V, chon ngau nhién k, =3, mahda v, =1
thanh (xy, y2) = (32, 9°* 3') = (3, 9°* 3).

V3 mé héa la phiéu caa minh nhu sau va gui
t6i Ban kiém phiéu:

V3 chon ngau nhién ks =3, mahda vs =1
thanh (xs, ys) = (32, 9°* 3') = (3%, 9°* 3).

V, mé héa la phiéu caa minh nhu sau va gui
t6i Ban kiém phiéu:

V,4 chon ngau nhién k, = 7, ma héa v, = 0
thanh (x4, ya) = (37, 9"* 3°) = (8, 9").

2.3. Ban kiém phiéu tinh két qud
Ban KP khéng can giai mé tirng 14 phiéu,
van c6 thé tinh duoc két qua bo phiéu bing
céch tinh nhan cac 14 phiéu da duoc mé hoa:
(X1,Y1)* (X2,Y2) = (X1X2, Y1Y2)
— k1+k2p, k1+k2 _v1+v2
=(@""h ).
Theo tinh chit dong ciu thi tich cua phép
nhan trén chinh 1a két qua bo phiéu. Cu thé tich
cua 4 giatrilaphiéu daduoc ma hoala:
X, Y) = ([T, TTivi)
- (gkl+k2+k3+k4 hk1+k2+k3+k4
- (318, 918 * 32)
Giai ma (X, Y) bang céch tinh:
m=g'=Y/X 2=9"%*37/(3"%* = F
Nhu vay sb phiéu dong v (ghi 1) 1a 2.[2]

v1+v2+v3+v4)

g

3. So dd chia sé bi mat Shamir phéi hop véi
Hé ma hoa Elgamal

Bai toan:
Ban quan ly théong tin mat (QL TTM) (Vi
du Ban kiém phiéu bau cir) c6 t thanh vién A,
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Mot nguoi V (Vi du cir tri) can giri Ban tin mat
g°t6i Ban QL TTM.

Bai toan 1a hay dé xuit giai phép bao dam
dé tat ca t thanh vién nhat tri, méi xem duoc
thong tin mat. it hon t thanh vién khang thé
xem dugc thong tin nay.

Giai quyét:

Chon sb nguyén t56 p sao cho bai toéan
logarit roi rac trong Z, la khé giai, g 1a phan tir
sinhciaz, .

Trong Ban QL TTM, mdi thanh vién A,
chon khéa bi mat z va khdéa cobng khai
h = gzi

J .

Nguoi V chiatin mgt g° thanh t manh tin
khéc nhau, ma hoa ching, sau d6 chuyén cho
moi A; mot manh ma. Khi tat ca t thanh vién
nhat trf can xem tin mdt, ho s& khép c&c manh
tin d4 giai ma. Cu thé Ia tinh tich caa c&c manh
tin ¢4 giai ma (Ta hiéu "manh tin" 1a mu tin,
"manh m&" 1a mau tin d& dugc mé héa).

3.1. Chia sé¢ théng tin mgt thanh cac manh tin
Ngusi V chon da thac ngau nhién bac t
t
thuoc Z,: P(x) = é a, X«
k=0

V chon bi mat caché s s=a, vaa, a,,
cnal Z,

Nguoi V tinh cdc manh tin mat y; = P(j),
=12 ..,t.

Céc manh tin mat y; dugc ma hda thanh
Hi=h"", Vv gii H; chothanhvién A;.

3.2. Khdi phyuc théng tin mdt tzr cac manh tin

Ban QL TTM khép ndi cac manh tin mat
H; khi tit ca t thanhvién A; déu nhat tri.

Dau tién ting nguoi trong Ban QL A giai
méH; bing cachtinh S, =H;'* .
Theo qua trinh trén, ta nhan dugc: S; = H jllz‘
= (hP)¥ = (((g¥))* = ¢¥

J

Sau d6 tin mdt g° dugc xac dinh nho tinh
chat dac bigt sinh rado sy phdi hop gitra so do
Shamir va hé¢ ma hod Elgamal:
AP A

C)SU‘A :C) gp(j)lj‘A — ngA — gF’(O) = gs,

A : it A

trongd6 | , = I'_ lahe sb Lagrange, A
Ayl

={1,2, ..., t}[3].

4. Ung dung Se' dd chia sé bi mat Shamir va
Hé ma hoa Elgamal cho loai bé phiéu chon L
trong K.

Bai toan:

Gia sir co 3 ung cu vien:  O: Ly Vin
Nghéu. 1: TranVanSo. 2: LéThi Oc.

Co63 ngUb'i k|ém phléu la A, Ay, Az

Day 1& cudc bo phiéu chon 2 trong 3 nguoi
(Vi du vao chac vy Gidm déc va phé Giam
dbc). Cur tri khong tin vao mot sb thanh vién
trong Ban kiém phiéu (Ban KP), nén ho ding
so d6 chia sé bi mat Shamir dé chia la phiéu cua
minh thanh cac manh tin va giri cho mdi nguoi
kiém phiéu mot manh.

Van dé 1a Ban KP phai khop néi cac manh
tin dé biét noi dung tirng 1a phiéu? (Vi noi dung
mbi |4 phiéu duoc chia thanh nhiéu manh tin,
tirng manh lai dugc mé hod truge khi giri vé
Ban KP).

Giai quyét:

Chon sb nguyén t56 p sao cho bai toéan
logarit roi rac trong Z, la khé giai, g 1a phan tir
sinhciaz, .
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Sir dung So d6 chia sé bi mat Shamir va Hé
ma hoa Elgamal.

4.1. Biéu dien s lwa chon éng ci vién (NG
dung phieu bau cir)

Ctr tri V bau cir cho 6ng Nghéu va ba Oc
tuong tng véi lva chon 0 va 2.

Pé dién dat sy lya chon cia minh, cir tri
dung hé sb6 co s6 3.

Noi dung 14 phiéu cua V duogc biéu dién la
s=0*3°+2*3' = 6.

4.2. Ban ki¢m phiéu chudn by

Trong Ban KP, phan tir sinh cia Z,” 1a g=3,
moi thanh vién A; chon khoa bi mat z  va
khéa cong khai h, = g”' . Cuthé la

A: chon khéa bi mat z;=2, khéa cong khai
lah=3

A, chon khéa bi mat z,=3, khéa cong khai
lahy=3°

Az chon khéa bi mat z;=5, khéa cong khai
la h3=35.

4.3. Citri V chia sé ngi dung |4 phiéu (tin mat)
thanh cac manh tin

V6i noi dung 14 phiéu las=6, cir tri V chon
dathirc ngau nhién bi mat:

P(X) = 6 +2x+5x°

Odayaps=s=6, a;=2, a,=5.

V tinh cac manh tin mat: y; = P(j), theo da
thirc trén, P(1) =13, P(2) =30, P(3) =57.

V méa hoa c&c manh tin mat trén thanh
Hi=h", cy thé la

le hlp(l) - (32)13,

Hz= h@ = (33)30,

H3= h3p(3) — (35)57

Cir tri V chuyén Hjy, Hp, Hs twong tng cho
cac thanh vién Ban KP; Ay, Ao, A3.

4.4. Ban KP khéi phuc ngi dung la phiéu (tin
mdt) tir cAc manh tin

Ban KP khép néi cac manh tin H; khi tat
ca tthanhvién A; déu nhat tri.

Dau tién tirng nguoi kiém phiéu A giai ma
H; bang cach tinh S = H1/Z

Theo cac qua trinh trén ta nhan duoc:

1z, P(i) \ V7
S H (hJ ] ) ]

=(((g%))")" = ¢

Cu thé 1&
A; giai mé Hjthanh S, = ((3%)")"2= 313
A, giai ma Hothanh S,= ((3%%)"3=
Az giai ma Hg thanh S;= ((39)%)"°= 357

Bi mat g°=3° duoc xéc dinh nho tinh cht
dic biét sinh ra do sy phdi hop gitra so db chia
s bi mat Shamir va hé ma hoa Elgamal:

OSIA_OgP(J)||A_g|\aAP(J)|IA gF’(O):gs
it A A
trong d6 | (”) '_ la hé s Lagrange,
Al
A={1, 2, 3}.

Trong vi du trén, hé sb Lagrange duoc tinh
nhu sau:

2=2/ (2-1)*3/ (3-1) =
do=1/(1-2)*3/(3-2) = -
ha=1/(1-3)*2/(2-3) =
s — S:L?»l* 829»2 * 839»3
- (313)3 * (330)-3 * (357)1= 36 .

Day langi dung |4 phiéu da dwoc khoi phuc
sau khi “khdp noi cac manhtin®,
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5. Két luan Tai liéu tham khao

Bai b&o da trinh bay tinh chit dic biét cua [1 Josh  Cohen Benaloh, Secret Sharing
so dd chia ¢ bi mat Shamir va hé¢ ma hoa Homomorphisms: Keeping Shares of a Secret
Elgamal, dic bigt 1 tinh chét sinh ra khi phéi , Secret (EXFZSGU'AbSl”a“)- i
hop hai hé mat matrén. Sau d6 chi ra dugc (rng 2 ;gg;na Rjaskova, Electronic Voting Schemes,

duvng lea Cac tmhA chat trén Erong b(_) ph[eu h?y [3] Cyber Vote, Report on Review of Cryptographic
tham do tir xa trén mang cong khai (bo phicu Protocols and Security Techniques for

dién tu). Electronic Voting, 2002.

Loi cam on

Cam on Trung tam hd trg nghién ctu chau
A (PHQGHN) da tai trg cho nghién ciu cia
chang téi.

Homomorphisms Encryption and Applications

Trinh Nhat Tien, Dang Thu Hien, Truong Thi Thu Hien, Luong Viet Nguyen
Faculty of Information Technology, College of Technology, VNU, 144 Xuan Thuy, Hanoi, Vietham

Elgamal encryption has homomorphisms property, determining result of electronic voting “ Select
onein two", without decoding all ballots. Shamir secret sharing scheme and Elgamal encryption have
more special property. Voter can divide a ballot into some small pieces, after that sending one pieceto
one ballot checker. Checking committee combines these pieces to get the original ballot.

The article presents this property and shows its application in eectronic vating.



